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Foreword

150 (the International Organization for Standardization) and IEC {the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of 150 or [EC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fislds of technical
activity. IS0 and IEC technical committees collaborate in flelds of mutual interest. Other inter national
organizations, governmental and non-governmental, in liaison with IS0 and 1EC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance
are deseribed in the 1SO/IEC Directives, Part 1. In particular, the different zpproval eriteria
needed for the different types of document should be noted. This document was drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 [see www.isoorg/directives or
wwwiecch/members experts/refdocs). N 7

g

150 and IEC draw attention to the passibility that the implementation of this document may Bvolve the
use of (a) patent(s). 150 and IEC take no position concerning the evidence, validity or zpp‘[;:&hi]nty of
any claimed patent rights in respect thereol. As of the date of publication of this document; 450 and 1EC
had not received notice of [a) patent(s) which may be required to Implenﬁnhthm gnr:umenr. However,
implementers are cautioned that this may net represent the latest informiation, whichmay be obtained
from the patent database available at www.iso.org/patents and h_t_k]gﬁ\%}g_n;ﬁ.{g_i, IS0 and 1EC shall

not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information g[venlmr\ﬁé mmél-!}ente of users and does not
constitute an endorsement. L N

For an explanation of the voluntary nature of staﬁgﬁ‘ﬁi r_hq-‘liiéar;lng of 150 specific terms and
expressions related o conlormily assessment, ds I as™imlormation about 150 adherence o
the World Trade Organization (WTO) princigles in the Techrical Barriers to Trade (TBT) see

www.isoorg fiso/foreword.html. In the [EC, sed wiw.i nderstanding-standards.
o

This document was prepared by Joint Techsical Gommiittee ISO/IEC JTC 1, Information technology,
Subcommittee SC 42, Artificial inM}r:gJ_‘ W, . b

¢ ) ;'-_}_.—
Any feedback or questions on thit document should be directed to the user's national standards

body. A complete listing of bodjes scan be found at wwwisoorg/membershtml and
www.iecch/national- ' - w

i€ 150/ 1EC 2023 - Al rights reserved v
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Introduction

Artificial intelligence [Al] is increasingly applied across all sectors utilizing information technology
and Is expected to be one of the maln economic drivers. A consequence of this trend is that certaln
applications can give rise to societal challenges over the coming years.

This document intends to help organizations responsibly perform their role with respect to Al systems
[e.g. to use, develop, monitor or provide products or services that utilize Al}. Al potentially raises
specific considerations such as:

— The use of Al for automatic decision-making, sometimes in 3 non-transparent and non-explainable
way, can require specific management beyond the management of classical IT systems.

— The use of data analysis, insight and machine learning, rather than human-coded logic to design

systems, bath increases the application opportunities for Al systems and changes the way that such. _ “~

systams are developed, justified and deployed.

— Al systems that perform continuous learning change thetr behaviour during use. They nequ'im_"
special consideration to ensure their responsible use continues with changmg hn‘hmﬂmlr ./

This document provides requirements for estahlishing, implementing, rnamt.ainlﬁg and-gontinually
improving an Al management system within the context of an organization. Llr,g@i‘ izations wre’ eupected
to focus their application of requirements on features that are unigque to Ak Certain featires of Al, such
as the ability to continuously learn and improve or a lack of n'ansparencyqr\txplaimhliltyn can warrant
different safeguards if they raise additional concerns compared to how the hﬁk weil':‘ﬂ traditionally be
performead. The adoption of an Al management system to extend l:he Ex}'snng m:n n@gﬂment structures is
a strategic decision for an organization. | oy
.

The organization’s needs and objectives, processes, size dnﬁmsﬁ'ul;l.urﬂa:b WE“ as the expectations of
various interested parties influence the establishment and impleméntation of the Al management
system, Another set of factors that influence the establishment and implementation of the Al
management system are the many use cases for Aband the né‘ad to strike the appropriate balance
between governance mechanisms and innovation. Crganizations tan elect to apply these requirements
using a risk-based approach to ensure that the :Lg-]]mprldtehyﬁ! of control is applied for the particular
Al use cases, services or products within® *He»prgamzatmqs scope. All these influencing factors are
expected to change and be reviewed I‘rnmail‘rm"- to timg ™,

The Al management system should” -ba ri‘tegrﬂt@ with the organization’s processes and overall
management structure. Specific issues related ziAl should be considered in the design of processes,
information systems and cont ru]’“ C”a‘u::ial aiamkﬁles of such management processes are:

— determination of urgapir.;ﬂmﬁal uuieﬂwes. involvement of interested parties and organizational
policy; Pah

—  mAnAgement uf'tljsk;i\éi'nli oppLrunities;

— processes for the ma-:j_ige’miént of concerns related to the trustworthiness of Al systems such as

security, safety, fairness transparency, data quality and quality of Al systems throughout their life
eycle;

— processes for the management of suppliers, partnzrs and third parties that provide or develop Al
systams for the organization,
This document provides guidelines for the deployment of applicable contrals to support such processes,

This document avoids specific guidance on management processes. The organization can combine
generally accepted frameworks, other International Standards and its own experience to implement
crucial processes such as risk management, life cycle management and data quality management which
are appropriate for the specific Al use cases, products or services within the scope.

vi € 1S0/1EC 2023 - All rights reserved
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An organization conforming with the requirements in this document can generate evidence of its
responsibility and accountability regarding its role with respect to Al systems.

The order in which requirements are presented in this document does not reflect their importance or
imply the order in which they are implemented. The list items are enumerated for reference purposes
o ly.

Compatibility with other management system standards

Thizs document applies the harmonized structure (identical clavse numbers, elause titles, text and
common terms and core definitions] developed to enhance alignment among management system
standards (MS5). The Al management system provides requirements specific to managing the issues
and risks arising from using Al in an organization. This common approach facilitates implementation
and consistency with other management system standards, e.g. related to quality, safety, security and

privacy.
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Information technology — Artificial intelligence —
Management system

1 Scope

This document specifies the requirements and provides guidance for establishing, Implementing,
maintaining and continually improving an Al (artificial intelligence) management system within the
context of an organization,

This document s intended for use by an organization providing or using products or services that
atilize Al systems. This document is intended to help the organization develop, provide or'use Al
systems responsibly in pursaing its objectives and meet applicable requirements, nhltg;atiun-: raial“ii to
interested parties and expectations from them.

This document is applicable to any organization, regardiess of size, t}rpe :l.m:r ndturl:, thae-provides or
wses products or services that utilize Al systems. {

2 Normative references

The fellowing decuments are referred Lo in the text in such-a -.".'u}r thal spme or all of their content
constitutes requirements of this document. For dated referenles, only tie edition cited applies. For
undated references, the latest edition of the referenced :lac'umenl: [ml:it.dmgany amendments) applies.

ISO/IEC 22989:2022, Information techrnology — eir'hfr_m'l' mtr’J'i;gem;‘e — Artificial intelligance concepts
and terminology

3 Terms and definitions

For the purposes of this decument, th& 'erms and doafinit:nns given in 1SO/IEC 22989 and the following
anply. . ’

150 and IEC maintain termirulcgjr'délilham [ﬂf use in-standardization at the following addresses:

— IS0 Online brawsing niatform: msailalife at hetps:/fwww.iso.org/ohp

— IEC Elcrrrnpedla ﬂyﬁiﬂhlﬁﬂl mmﬁmdﬂctmdm.mgi

£ S |

organization

Person or gruupafpeun’rt tl"iil. has its own functions with responsibilities, authorities and relationships
to achieve its objectives £3.6)

Mot 1 teentey: The L11..r|'4.1-|:1 ol srganization Includes, but is notlimited 1o, sole-trader, company, corparatian, Tirm,
enterprizs, authority, partnarsaip, charity or institution or part or comhbination thereof, whether incorporated or
not, public or private,

Mote 2 to entry: If the arganization is part of a larger entity, the term "organization® refers only to the part of the
larger entity that is within the scope of the Al management spstem (3.4

32

interested party

person or organization (3.1) that can affect, be affected by, or perceive itsell to be affected by a decision
or ackivity

Mote 1 to antry: Anoverview of interested parties in Al is provided in ISO/IEC 22989:2022, 519,

& 1SO/1EC 2023 - All rlahts reserved b |
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3.3
top management
persan or group of people who divects and controls an organization (3.1) at the highest level

Note 1 to entry: Top management has the power to delegate authority and provide resources within the
organization.

Note 2 te entry: If the scope of the management system [3.4] covers only part of an organization, then top
management refecs to those who direct and control that part of the organization.

3.4

management system

set of interrelated or interacting elements of an organization (3.1) to establish policies (3.5) and
objectives [3.6), as well as processes (3.8) to achieve these objectives

Mote 1 to entry: Amanagement system can address a single discipline or several disciplines.

Note 2 to entry: The management system elements include the organization’s structure, roles and l‘\ES-FCII'IEIhHIH.EQ\

planning and operation. — "u‘
35 XU N\,
policy A, ™y
intentiens and direction of an erganizatien (1.1) as formally expressed by its mﬁ m&nﬂgrn:;ﬂ;-rl_'m;ﬂ
.I,‘_‘ N )
3.6 - - \ '- o F .:-.L_I- e
objective S A
result to be achisved A
S’ g T
Note 1 toentry: An objective can be steategic, tactical, or u[nratml}il\‘ J " S

Note 2 to entry: Objectives can relate to different dizciplines {such :H_,I-ﬂnnced!gh \ﬁ rand safety, and environment)
They can be, for example, organization-wide or specific to ;lpm]ett praduct og process (3.8).

\z
Note 3 to entry: An objective can be expressed in uﬂm;r #a;'s. g ;m-ﬁ;n Intended result, as a purpose, as an
operational criterion, as an Al objective or by the use| pf;ﬂ:zr wnrﬂﬁ.-‘iyith similar meaning (e.g. aim, goal, or

target) . by

'\| o 4

Note 4 to entry: In the context of Al management };;tem:,,ﬂ_q-]i“'ﬁl objectives are set by the orgontzation (1.1,
consistent with the Al policy (3.5). to achlwﬁhﬁ:i’ﬂf [eslll?ts

¥ o
7 "‘\ N,
l'lSH _“:‘ s I_,;"'"l_\.
o -
effect of uncertainty . 1 A --‘fv
£,

Note 1 toentry: An effect isa ﬂev_hlld?:. from the expected — positive or negative.

Note 2 to entry: Uncertd n‘:;- rs ﬂ:ue srare, even partial, of deficiency of Information related to, understanding or
knowledge of, an wen»k_ttsmnﬂgmq's’ﬂr likelihond,

Nate 3 to entry: Risk is ﬂfwil,rhdl"écterized by reference to potential events [as defined in 150 Guide 73) and
consequences (asdefined In lﬂ"'l-{‘ulrle 73), ora combination of these.

Note 4 to entry: Risk Is often express=d in terms of a combination of the congequences of an event [including
changes in circumstances) and the associated likelthood (as defined in IS0 Guide 73] of sccarrence.

38
process
set of interrelated or interacting activities that uses or transforms inputs to deliver a result

Note 1 toentry: Whether the result of o process is called an output, a product or & service depends on the context
of the reference.

2 i3 150/1EC 2023 - All rights reserved
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39
competence
ability to apply knowledge and skills to achieve intended results

310

documented information

information required to be controlled and maintained by an organization (3.1) and the medium on
which it is contained

Mote 1 te entry: Documented information can be in any format and media and from any source.
Mote 2 to entry: Documented information can refer to:

—  the management system (3.4), Including related processes [3.8];

= Information created in orcer for the organization (o operate [documentation);

— evidence of results achieved (records),

311 » {fm;x
performance W, od
measurable result ' )

Note 1 te entry: Performance can relate either to quantitative or quahtath,\l'irlémg:s. Ia—_F_"":- 4

Mote 2 to entry: Performance can relate to managing activities, pmms.@-.{‘i_.ﬂ]. ]J.ﬁ}d'.ll'."r&. services, systems or
organizatons [3.1). %

Mote 3 to entry: [n the context of this document, performance mmf&-hﬂth T s_g:ltﬂchlwcd by using Al systems
and resulis related to the Al management system (3.4) Tur-:nrrett i|1terp~4; tion of the term is ciear from the
context of its use. 5

e
,

312 A\ %

continual improvement o A

recurring activity to enhance performance {gl,j e,

3113 \1"_ i 'r "\__ *

effectiveness '

extent to which planned a:ﬂvl-ttnﬂa‘rr: f’ealize{f a}ui planned results are achieved
e

314 ‘f\, Y

requirement 4 F o

need or expectation thay’s ﬂﬁtem g-qeratlv implied or obligatory

Mote 1 to entry: "I]em'rali}r 1ri1-|:|l|.eﬂ Teans that it is custom or comman practice for the orgamization (3.1) and
rruresredpurtiai [1.2}' E'Fi.lt the need or expectation under consideration is implied.

Mote Z to entrg A sp.ﬂ_ﬂl’l.mi rr'!gnln.-mr_tnt is one that is stated, e.g. in docomented information (3.10].

315 ;; ~
conformity "
fulfilment of a reqmmment (3.14)

316

nonconformity
non-fultiiment of a requiremant (3.14)

317
corrective action
action to eliminate the cause(s) of a nonconformity (3.16) and to prevent recurrence

€ 150/1EC 2023 - All rzhts reserved a



BS 1S0/IEC 42001:2023
ISO/IEC 42001:2023(E)

3.18

audit

systematic and independent process (3.8) for abtaining evidence and evaluating it objectively to
determine the extent to which the audit eriteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit [second party or third party),
and it car be a combined audit {combining two or more disciplines),

Note 2 o entry: An internal audit is conducted by the orgenization (3.1) itself, or by an external party on its
behalf

Note 3 toentry: “Audit evidence” and “audit criteria” are defined in 150 19011,

319
measurcment
process [3.8) to determine a value

3.20 \
monitoring ~ T
determining the status ofa system, a process (3.8) or an activity v L)

Tt

Note 1 toentry: To determine the status, there can be a need o check, supervise or niyfi[|1}uhseryg.

r ./
3.21 AR
control z \: \ ~
<risk> measure that maintains and/or modifies risk (3.7) - \

Sl

Note 1 to entry; Controls include, but are not limited to, any process, pq_\ny,ﬂzw::hp‘ml'&ﬂm or other conditions

and for actions which maintain and for modify risk. )| *
T LY

Note 2 to entry: Controls may not always éxert the intended or :u:s:ff:::jz'd mn:i_it}riri];‘effecf_
b

[SOURCE: 150 31000:2018, 3.8, modified — Added -:risgéﬁ,ﬂs ﬂppli.caticmndumzin |
LW Y

3.22 ~)

governing body o

person or group of people who are artuunta];it-ﬁur‘ljie pEI-Fﬂ[mam:E and conformance of the organization

Note 1 toentry: Not all arpanizations, p.'lrt an'fmll].r small rn‘gnn“l'zatinnr\ will have a poverning hody separate from

top management. " ] M
S b,

Note 2 to entry: A governing body mm\n-clude, bt |;~;ﬁut limited to, board of directors, committees of the board,

supervisory board, trustees or m&e&rs 'x% v

[SOURCE: 1SO/IEC 38500: 25!".[5,1 2 ‘Tmo:il%ted — Added Notes to entry.]
3.23 ~ O
information se:nﬂi].r

preservation of mnfldenuahtf, mtegntjr and availability of mformation

.l‘

Note 1 toentry: Other prnper!h‘_is such as authenticity, accountahility, non-repudiation and reliability can also be
imvolved.

[SOURCE: ISO/1EC 27000:2018, 3.28]

3.24

Al system impact assessment

formal, documented process by which the impacts on individuals, groups of individuals, or bath, and
societies are identified, evaluated and addressed by an organization developing, providing or using
products or services utilizing artificial intelligence

4 i3 150/1EC 2023 - All rights reserved
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3.25
data quality
characteristic of data that the data meet the organization's data requirements for a specific context

[SDURCE: ISO/IEC 5259-1;—1), 3.4

326
statement of applicability
documentation of all necessary controds (3.23) and justification for inclusion or exclusion of controls

Mote 1 to entry: Organizations may not reguire all controls listed in Aonex A or may even exceed the lst in
Annex A with additisnal contrals established by the organization itself.

Mote 2 to entry: All identified risks shall be documented by the organization according to the requirements of
this document. All identificd risks amd the risk management measures {controls) established to address l.h!:{n
shall be reflected in the statement of applicability. )

4 Context of the organization - Oy

4.1 Understanding the organization and its context O

The organization shall determine external and internal issues that aruéiuvant ta H@-purpnﬁe and that
affect its ability to achieve the intended result(s) of its Al mamgemeﬂrﬂystem e

The organization shall determine whether climate change is a [E‘Iewnl mm

The organization shall consider the intended purpose of th‘E'A:l kyat-ems tha“nre developed, provided or
used by the organization, The organization shall dtterm-tn-a.ﬂ’s rniﬂ"urlth respect to these Al systems.

NOTE1  Tounderstand the crganization and its context, ih:nn he |'ﬁg_'lplul for the orpanization to detenmine its
role relative to the Al system. These rolescan IrIEILILI‘-:.\Eut are not limitied Lo, one or more of the following:

— Al providers, including Al platform wnvﬂer;}a&l ﬁmdm{ﬁ}-spmte providers;

— Al producers, including Al developers, Wl ﬂgﬂgners ﬁ',ﬂperatnrs. Al testers and evaluators, AT deployers, Al
human factor professionals, dumalq-eartﬂs A] iﬂquan:t assessors, procurers, Al governance and ovérsight
professionals;

.'_ o N

1~_ .
— Al customers, including Al 11$d'.'I"SJ N

b

— Al partners, including M’:wstﬂm in t;-gratﬁf's and data providers;
— Al subjects, mc'lu:llrjdﬂ'a wl;qut: arui ather subjects;

—  relevant autl:qﬁtés,;mﬂudjng pn]n:ymakers and regulators.

A detailed dl:'-r.rl;:l*mn of thespruoles is provided by ISO/IEC 22989, Furthermore, the types of moles and their
relationship to dé Al :ryafr‘m lifer eyele are also deseribed in the NIST Al risk management frameworb 24 The
organization’s rn]ti::a.p determine the applicability and extent of applicability of the requirements and controls
in this document. L,
NOTE2  Externaland Internal izsues to be addressed under this dause can vary according to the organization’s
roles and jurisdiction and their impact on its ability to achieve the intended outcome(s) of its Al management
s¥stemn, These can include, butare not limited to:

ai  external context related considerations such as:
1] applicable legal requirements, including prohibited uses of Al

2] policies, guldelines and decistons from regulators that have an impasct on the interpretation or
enforcement of legal requirements in the development and use of Al systems;

1] Under preparation, Stage at the time of publication 1SO/1EC DIS 52549-1: 2023,

€ 150/1EC 2023 - All rzhts reserved 5
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3] incentives or consequences associated with the intended purpose and the use of Al systems;
4] culture, traditions, values, norms and ethics with respect to development and use of Al
5) competitive landscape and trends for new products and services using Al systems;
bl Intérnal context related considerations such as:
1] organizetional context, governance, objectives (see fu2), policies and procedures;
7] rcontractual oblipations;
3]  intended purpose of the Al system to be developed or used.
NOTE3 Role determination can be formed by obligations related to catepories of data the organization

processes (e personally identifiable information (PI) processor or PH controller when processing PH). Ses

ISID,HLI: 29100 for P1l and related roles. Roles can also be informed by legal requirements specific to Al sys l:ems

4.2 Understanding the needs and expectations of interested parties

The organization shall determine: %W
— the interested parties that are relevant to the Al management system; =" —
— the relevant requirements of these interested parties; O _ f -..:-’_:.
— which of these requirements will be addressed through the Al maua’ﬂ;ﬁ{;ht SHE};;‘L‘.

NOTE Helevantinterested parties can have requirements r“EEated tqgilmnte q-'h1'f'..$g

Ty

4.3 Determining the scope of the Al management s}mm O .

The organization shall determine the boundaries anﬂ,ﬂppllmhlllt}r nf"-‘the Al management system to
establish its scope. S S

When determining this scope, the erganization shai".'-r.t: ns:d:-rrﬁ “)
— the external and internal issues r&ferred ﬁ;.jn j_LL :

— e regquirements referred win :‘,,._Z § N S
The scope shall be available as :iucl.vmenﬁ:d in ﬁtl..“ﬂmtlm

The scope of the Al manﬂgﬂmru[ sj.rstr_‘phshaﬂ dutl:rrmrln the organization’s activities with respect to
this document's requ!rementb on khe A1 tmanagement system, leadership, planning, support, operation,
performance, wa]uat[un.;mprﬁverrfnt controls and objectives.

oy

44 Al mana;emmhmtqm

The organization shall é hhah implement, maintain, continually improve and document an Al
management syitem, inclu rng the processes needed and their interactions, in accordance with the
requirements of this document.
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5 Leadership

5.1 Leadership and commitment

Top management shall demonstrate leadership and commitment with respect to the Al management
syatem by:

— ensuring that the Al policy (see 5.2) and Al objectives (see 6.2) are established and are compatible
with the strategic direction of the organization;

— ensuring the integration of the Al management system reguirements into the organization's
husiness processes;

— ensuring that the resources needed for the Al management system are available; _
— communicating the importance of effective Al management and of conforming to the Al ma namte\menl-
system requirements; _
= b
— ensuring that the Al management system achieves its intended result(s); . f' ) -._ k.

— directing and supporting persons to contribute to the effectiveness uf’thf- }.f ma nng{-mcnt system;

— promoting continual improvement; =, N

N o vl )

— supporting other relevant roles to demonstrate their leadnréhl‘p as IT Ei‘[bp'lies to their areas of

responsibility, st f

p 'S

MOTE1 Reéference to "business” in this document can be Inlwpﬂ:ti‘.-d hrua-ﬂ i}r lwmtan those activities that are
core to the purposes of the organization's existence. e \_

£ \ = o

MOTE 2 Establishing, encouraging and modelling a culrire wlliﬂ,_nl the arganization, to take a responsible
approach to using, development-and governing Al £gstems can be an important demonstration of commitment
and leadership by top management. Ensuring awarenass of and compliance with such a responsible approach and
in suppor: of the Al management system mruug}i Ir.}derhhlp &an}alld the success of the Al management system.

'h' =% -’

5.2 Al policy ol et 'z-._\#, r
Top mamagement shall Estahltsh agﬁ%{puiu:y tfut" g

al isappropriate to the purpuml'the arg.lmzatnm.
b providesaf ramewgn‘-.'\fur bE.U"- ni@_l nhie:twes [see 6.2);

¢l includesa imnmj:tfja;r:fm 11{'1|E\é$=a|-:lpltcable requirements;

d] includes i-}-ﬁni:q;;_l;-ﬁit.ﬂ:lﬂ_j_r to continual improvement of the Al management system.
The Al policy 5I$a|l ~ 7

— beavailable as v:lqu:umcrtt:l:[ information;

— refer as relevant to other organizational policles;
—  be communicated within the organization;

— be available to interested parties, as appropriate.

Control objectives and controls for establishing an Al policy are provided in A2 in Table AL
Implemeatation guidance for these controls is provided in B2

NOTE Considerations for organizations when developing Al policies are provided in 150/1EC 38507,
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5.3 Roles, responsibilities and authorities

Top management shall ensure that the responsihilities and authorities for relevant roles are assigned
and communicated within the organization.

Top management shall assign the responsibility and authority for:
a) ensuring that the Al management system conforms to the reguirements of this document;

b} reporting on the performance of the Al management system to top management.

NOTE A control for defining and allocating roles and responsibilities is provided in A.3.2 in Table AL
Implementation guldanee for this control is provided in B.3.2.

6 Planning

6.1 Actions to address risks and opportunities o

— N
Y
W

611 General N o

When planning for the Al management system, the organization shall :mldefghﬁﬂssm feferred to in
4.1 and the requirements referred to in 4.2 and determine the risks and nﬂﬁ;tfmﬂnule%;h??t'nead to he
addressed to: A N a

r} ._\_'._ ':'.__,:
— giveassurance that the Al management system can achieve its iptended regg!’f(s]:
— prevent or reduce undesired effects; ‘el i ¥
."'- Ty 4 .\'._ {

E \ o
, |

— achlave continual improvement. g £
The organization shall establish and maintain Al risk i.:?—*ftgla that 5uppﬁﬁ::
— distinguishing acceptable from nnn-a:ceptah]e:éi%j—:};}’ ( J\H

— performing Al risk assessments; _. J s " %

— conducting Al risk treatment; A Y 4

. s N
~ # i

— assessing Al risk impacts. _ Ny

ra A

NOTE1l Considerations to d&tﬁl‘lqi?l“;;-fhﬁ imﬂ'l..ll'tt;'i.[l-l.d type of risk that an organization is willing to pursue or
retain are provided in 150/1EC 38307 and 1§ﬂflﬂ$—‘233‘34.
- % 1'\ ,

{ i T b,
The organization shall determine the risks and opportunities according to:
— the domain and ﬁ;pll_-ii:'a'l.tinn :l':nfl:_lE:.-xt of an Al system;

— the intended use; o - )

.,
—  the external and interndl context described In 41

NOTEZ  More than one Al system can be considered in the scope of the Al management system. In this case the
determination of opportunities and uses is performed for-each Al system or groopings of Al systems,

The organization shall plan:
a) actions to address these risks and opportunities;
b} howto;
1) integrate and implement the actions into Its Al management systen processes;

2] evaluate the effectiveness of these actions,
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The organization shall retain documented information on actions taken to identify and address Al risks
and Al opportunities.

MOTE3  Guidance on how to implement risk management for organizations developing, providing or using Al
products, systems and services is provided in ISO/1EC 23894,

NOTE4  The conteat of the vrganization and lis activities can have an Impact on the vrganizatin’s risk
management activities,

NOTES  The way of defining risk and therefore of envisioning risk management can vary across sectors and
industries. The definition of risk in 3.7 allows a broad vision of risk adaptable to any sector; such as the sectors
mentioned in Annex [\ In any case, it is the role of the organization, as part of risk assessment, to first adopt a
vigion of risk adapted to its cortext. This can include approaching risk through definitions used in sectors where
the Al system is developed for and used, such as the definition from 150/1EC Guide 51,

6.1.2 Al risk assessment ~ *

The organization shall define and establish an Al risk assessment process that: 1N
~

gl isinformed by and aligned with the Al policy (see 5.2) and Al uhjectlves{geg a2 | yi*

NOTE When assessing the consequences as part of 6.1.2 d) 1), the ﬂrm ':1?1“‘11111 np dtilize an Al system

impact assessmeont as indicated in 61,4, )

bl s designed such that repeated Al risk assessments can pmd&.e\maistﬁut‘.,ﬁlid and comparable
resuits; N

¢ identifies risks that aid or prevent achieving its Al nh]recﬁvafs N '\*\

d) analyses the Al risks to: x H *~_-.“.'-

", | -
-

/ Vo b
1) assess the potential conseguences to the organizatiol, individuals and societies that would
result if the identified risks were to matesialize;

2] assess, where applicable, the rcalisﬁéﬁﬁihmgﬁﬂae identified risks;

3) determine the levels of risk; R PO
A N

e] evaluates the Al risks to: \.-'1 A '*l
1) compare the resoles uf’t&e r1ﬂc apaI_',ms with the risk criteria (see 6,1.1);

2] prioritize the ah&esw.'.'l risll:. fur i fsk treatment.

o, '|

The organization shaﬂ ret&m dnfuz_r,lented information about the Al risk assessment process.

613  Alrisk mﬁnent

Taking the nsk assfssmmt resuIts into account, the organization shall define an Al risk treatment
[rocess e

v

Al  select appropriate Al risk treatment options;

b determine all controls that are necessary to implement the Al risk treatment options chosen and
compare the controls with those in Annex A to verify that no necessary controls have been omitted;

MOTE1  Annex A provides reference controls for meeting organizational ohjectives and addressing risks
related to the design and vse of Al systems,

c] consider the controls from Annex A that are relevant for the implementation of the Al risk treatment
options;

d) identify if additional controls are necessary beyond those in Annex A in order to implement all risk
treatment options;
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e] consider the guidance in Anney B for the implementation of controls determined in b} and c);

NOTEZ  Control objectives are implicitly included In the controls chosen. The organization can select an
appropriate set of control abjectives and controls from Aonex A, The Apnex A controls are not exhaustive
and additional control ohjectives and controls can be needed. [Fdifferent or additional controls are necessary
beyond those in Annex A, the organization can design such controls or take them from existing sources, Al
rizk management can be integrated In other management systems, if applicable,

f) produce a statement of applicability that contains the necessary controls [see b}, ¢} and d}] and
provide justification for inclusion and exclusion of contrals. Justification for exclusion can include
where the controls are not deemed necessary by the risk assessment and where they are not
required by (or are subject to exceptions under) applicable external requirements.

NOTE3  The organization can provide documented justifications for exciuding any control ohiectives in
general or for specific Al systems, whether those listed in Anpes 4 or established by the organization itself

gl formulate an Al risk treatment plan.

The orgenization shall abtain approval from the designated management for the Al risk t:‘eatrrIE_:]t,_Eiq:_'}"
and for acceptance of the residual Al risks. The necessary controls shall be: { /

— aligned to the objectives in 6.2; { ™y
— available as documented information; } ¥
— communicated within the organization; Y ) -
— available to interested parties, as appropriate. :’ { '\J

The orgenization shall retain documented information al:m:u;ttft-h\ek ﬁ_l risk tmatment process,

y "1. -'
-\.__. 'l

6.1.4 Al system impact assessment ~ TN

The organization shall define a process for aabewng L"Ee puh:h{lal consequences lor individuals or
groups of individuals, or both, and societies that can r Fesult hﬂmtﬁﬂdmiﬂpment provision or use of Al
Systems. “u / . .
The Al system impact assessment 5ha£ determuw !.'ht' potential consequences an Al system's
deplayment, intended use and foreseeable g?u-"u se h:l# on individuals or groups of individuals, or both,
and societies. A, v

The Al system impact usessmgniﬂnll take u‘iztb account the specific technical and societal context
where the Al system is deplnyad z','lnd ﬂep‘ﬁca”ﬂjja: jurisdictions.

The result of the Al qystenf‘tmpaftassesahent shall be documented. Where appropriate, the result af
the system impact as_msrmen*c can I:re made available to relevant interested parties as defired by the
organization. :

"-\. .-'-\.

The organization sha!! O dder-the results of the Al system impact assessment in the risk assessment
[see 6,1.2). A.5in Table A.l provides controls for assessing impacts of Al systems.

NOTE In some contexts [such as safety or privacy critical Al systems), the organization can require that

discipling-specific Al system impact assessments (e.g. safety, privacy or secarity impact) be performed as part of
the overall risk management activities of an organization,

6.2 Al objectives and planning to achieve them

The organization shall establish Al objectives at relevant functions and levels.
The Al objectives shall:

a) be consistent with the Al policy (see 5.2):
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b) be measurable (if practicable);

¢l takeinto account applicable requirements;

d) be monitored;

¢} be communicatod;

f] beupdated as appropriaste;

gl beavailable as documerted information.

When planning how to achieve its Al objectives, the organization shall determine:

— what will be done;

—  what resources will be required; L
—  whowill be responsibile; A 2
—  when it will be completed: (
— how the results will be evaluated. 4'_ R —

MNOTE A non-exclusive list of Al objectives relating to risk nsanage-r-rzﬂﬂt trwttlnﬂTn Annex C. Control
objectives and controls for identifying objectives for responsible dmiup\mcm :md «wise of Al systems and
measures to achieve them are provided in A6.1 and A93 in I',]h E,.l lmpiml}intm guidance for these
cantrols is provided in B.6.1 and B9.3. _,\ )

6.3 Planning of changes £ \_"-.,_.5' A,
When the m‘gamza.:mn determines the need h:rr thang‘& to t'hzj.! management system, the changes
shall be carried out in a planned manner. PN

v P
7 el :.-F\"\I
7 Support W = O
"-.. "\__ : N
7.1 Resources
The organization shall detormine a.m:l ppnmdu the resources needed for the establishment,

implementation, mamtman} 8 a i mrrtt’m u-ai improvement of the Al management system.

MNOTE Contral oh}ccﬂuﬁ imd ot rcL-. lur Al resources are provided in A4 in Table A, Implementation
puldance for these controls ng}m#ﬂd in Clause B.4.
% W »
P s
7.2 Compeience

-.\_-._. , b
The organization shalli |

— determine the rii':tfssﬂr_',r competence of person(s) doing work under its control that affects its Al
performance;

— ensure that these persons are competent on the basis of appropriate educarion, training or
experience;

— where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness
of the actions taken.

Appropriate documented information shall be avallable as evidence of competence,

NOTE1 Implementation guidance for human resources (ncluding consideration of necessary expertise Is
provided in B.4.6.
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NOTEZ  Applicable actions can include, for example: the provision of training to, the mentoring of, or the re-
assignment of currently employed persons; or the hiring or contracting of competent persons.

7.3 Awareness
Persons doing work under the organization’s control shall be aware of;
— the Al policy [see 5.2}

— their contribution to the effectiveness of the Al management system, including the benefits of
improved Al performance;

— the implications of not conforming with the Al management system requirements.

7.4 Communication

The organization shall determine the internal and external communications relevant the M ’
management system including: L .

— what it will communicate; pSE
—  when ta communicate: (7
— witk whom to communicate; oty

—  how to communicate. S
7.5 Documented information

751 General ) " \
The orgenization's Al management system shall mc’tud’a y ; .\H]
a) documented intormation required by this d_ncu‘é.-e":t' Ve

M

b) documented information determined hr} t'Iiﬂ urgamm‘r;mn as being necessary for the effectiveness
of the Al management system. _:-L 4 4 -

NOTE The extent of documented mfﬁi'm.atloh l'gr an an management system can differ from one organlzation
to another due ta: -

—  thesize nfa‘rganl?atmnand 1-.& fjpe n[nﬁiﬂ‘bﬁ processes, products and services;
— the complexity of prnc‘em.s_:md I:Imfr 1nter:1:'t!inns,

—  tha competence Mper‘ﬂmis

—

7.5.2 Creating and upmglng dm:u mented information

When creating and updanng dncu mented information, the organization shall ensure appropriate;
— identification and description [2.g. a title, date, author or reference number);

— format [e.g. language, software version, graphics) and media (e.g. paper, electronic);

— review and approval for suitability and adequacy.
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7.5.3 Control of documented information

Documented information required by the Al management system and by this document shall be
controlled to ensure:

al itisavailable and suitable for use, where and when itis needed;
b) itisadequately protected (e.g. from loss of confidentiality, improper use or loss of integrity).

For the control of documented imformation, the organization shall address the following activities, as
applicable:

— distribution, access, retrieval and use;

— storage and preservation, including preservation of lagibility;

— control of changes [e.p. version control);

— retention and disposition. ) i

Documented information of external origin determined by the -ufganizatil:r'i‘.':_tp be necbs,ﬁtry for the
planning and operation of the Al management system shall be identified a;'aapfuprlale and controlled.

MNOTE Access can Imply a decision regarding the permission to view thir&ntumen t_-H' iniformation only, or
the permission and authority to view and change the documented in I’t:rm_aub;'l_ ’

8 Operation &y

8.1 Operational planning and control £y ;

The organization shall plan, implement and contral rhe}:r-::cassén needed to meet requirements, and to
implement the actions determined in Clause ﬁ, E:F:j- '3
N

X, e

— implementing control of the prncmesm :ccurei)a-nce with the criteria,

establishing criteéria for the prumsms

The arganization chall implement t ""lut rnnt-ru{-' determined according to 6.1.3 that are related to the
operation of the Al managen‘mut”‘s;mtem {e,g, Al system development and usage life cycle related

controls].
,\

The effectiveness of ﬂ}p:ﬂg cuntml!.“ shaii be monitored and corrective actions shall be considered
if the intended results are not “achivved. Annex A lists reference controls and Annex B provides
implementation gul_d'ante for them:

Documented | qu-rm.r.thurr ?Qh.'lll be available to the extent necessary to have confidence that the
processes have bieen :aﬁ‘igrf out as planned.

The arganization sh‘i_i_ control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse cffects, as necessary.

The organization shall ensure that externally provided processes, products or services that are relevant
te the Al management system are controlled.

8.2 Alrisk assessment

The organization shall perform Al risk assessments in accordance with 6,12 at planned intervals or
when significant changes are proposed or occur.

The organization shall retain documented information of the results of all Al risk assessments.
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8.3 Alrisk treatment

The organization shall implement the Al risk treatment plan according to 61.3 and verify its
effectiveness.

When risk assessments identify new risks that require treatment., a risk treatment process in
accordance with b,.1.3 shall be pertformed for these risks.

When rizk treatment options as defined by the risk treatment plan are not effective, these treatment
options shall be reviewed and revalidated following the risk treatment process according to 5.1.3 and
the risk treatment plan shall be updated.

The organization shall retain documented information of the results of all Al risk treatments.

8.4 Alsystem impact assessment

The organization shall perform Al system impact assessments according to 6,14 at planned 1nt|3nral,§
aor when significant changes are proposed to accur. Y

The organization shall retain documented informétion of the results of all M system Impacl
aAssessments, !_ k.

9 Performance evaluation B
9.1 Monitoring, measurement, analysis and evaluation - "L__J-
The orgenization shall determine: P L. ) = :

—  what needs to be monltred aml measured;

— the methods for monitoring, measurement, a.naiysTs and waluatinn as applicable, to ensure valid
results; rr LK

]
A

— when the moenitoring and measuring shall I:ﬁ pﬂrf{:r’neﬂ

— when the results from monitoring :md HEJsuremmgshnll be analysed and evaluated,
Documented information shall be ;nraﬁ:,lhie a5 Ewde';.l:t: of the results.

The organization shall evaluate _[h'eﬁ{wrmrm_anrmnd the effectiveness of the Al management system.

92 Internalaudit () © .

P
¥
&,

921 Ceneral [ ~

The organization sh;lll cundi.lr.‘tJnI:erna.J audits at planned intervals to provide information on whether
the Al management system.

a) conforms to
1) the organization's own requirements for its Al management system;
2] the requirements of this decument;

b) iseffectively implemented and maintained.

9.2.2 Internal audit programme

The organization shall plan, establish, implement and maintain (an) audit programme(s), including the
Frequendy, mothods, responsibilities, planning requirements and reporting,
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When establishing the internal audit programme(s), the organization shall consider the importance of
the processes concerned and the results of previous audits.

The organtzation shall:

a) define the audit objectives, criteria and scope for-each audit;

b select auditors and conduct audits to ensure objectivity and the impartiality of the audit process;
¢} ensure that the results of audits are reported to relevant managers.

Documented information shall be available as evidence of the implementation of the audit programme(s)
and the audit results.

9.2 Management review

93.1 General

Top management shall review the organization’s Al management system, at plan nm:l Inmryah ﬁ:: ensure
its contiruing suitability, adequacy and effectiveness.

932 Management review inputs (7 N
The management review shall include: AN ;

aj thestatus of actions from previous management reweww N/ A i
b} changes in external and internal issues that are re_le#nf to l.*hEA! mﬁnagemenr system;

¢] changes In needs and expectations of inlurasmd p.::.’rtlcs ﬂml ire relevant to the Al managenient
system;
...\

d) information on the Al management systm;l pEI'fO‘I‘ITI.iII:Iﬂ-I:. including trends in:
1} nonconformities and corrective: uctjuns, . 'L.\_ ¥

2} monitering and measurumgrftrﬂsults,\

3} audit results; - I"--'..' ”,

s

el opportunities for :unt:-mal :rn]:lrp\rumént

9.3.3 Hnuagemem. mvﬁw msnll:s

The results of the m&hagement review shall include decisions related to continual improvement
opportunitics an-;.l any nm:?.'l far changes to the Al management system.

Documented lnfnrmql:ﬁm shall be available as evidence of the results of management reviews.

10 Improvement

10.1 Continual improvement

The organization shall continually Improve the suitability, adequacy amd effectiveness of the Al
management system.
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10.2 Nonconformity and corrective action

When a nonconformity occurs, the organization shall:

a)

h)

c)

d)

e

Corrective actions shall be appropriate to the effects of the noneon form i;l;f_h{!ﬁmm}twaﬂf
A ~ N

react to the nonconformity and as applicable:
1) take action to control and correct it;
2] deal with the consequences;

evaluate the need for action to eliminate the causeis) of the nonconformity, so that it does not recur
or occur elsewhere, by:

1) reviewing the nonconformity;
2] determining the causes of the nonconformity;

3] determining if similar nonconformities exist or can potentially occur;

R
implement any action needed; i g ‘;}L“,
W
review the effectiveness of any corrective action taken; O =
miake changes to the Al management system, if necessary, : r

iy T F o

e

Documented information shall be available as evidence of: il .\ \
—  the nature ef the nonconformities and any subsequent a‘?ﬂuggggkgn: N
._ .'I ) s gf
—  the results of any corrective action. v L)
Ny
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Annex A

(normative)

Reference control objectives and controls

A1 General

The controls detailed in Table A.1 provide the organization with-a reference for meeting organizational
objectives and addrc:smg risks related to the design and operation of Al systems. Not all the control
ohjectives and controls listed in Table A1 are required to be used, and the organization can cles;g,n -d‘l'ld
implement their own controls (see £.1,3).

Y

Annex [ provides implementation guidance forall the contrals listed in Table A.1. ~ :

Table A.1 — Control objectives and controls -.\-"'

. s
4.2 Policies related to Al (7" N
Objective: To provide management direction and support for Al a.yslemsulﬂrurdlug '_p Hu_sl-nrss requirements.
Teple Control g
A.2.2 Al policy The urg:llim"lun shall _|'IH:EI|. a p-u]l.!:j' for the develop-
ment or useof Al sys
A4.2.3 Alignment with other organiza- The pfﬁ?ﬂ'ﬂ.—aﬂun afh.dl. termine where other polides can
tinnal policies henfﬁmd h].rm' v to, the arganization's nhjectives
Twith rc:.pe:ttu .i'h-l syslems.
A24 Review of the Al policy (| The Al pelicy shall be reviewed at planned Intervals or
el radditiongl ras needed to ensure its continuing suitability,
. adcqr.raq.' and effectiveness.

A.3 Internal organization e, oy

Dbjective: To establish accountability w‘lthiﬂthe nrgamzanmm uphold its responsible approach for the imple-
menration. aperarion and mqnaprman'nfm mrﬁmg

Topie ~ % |Contral
A.3.2 Al roles and m;mnsibill:ié’f Roles and responsibllities for Al shall be defined and allo-
- cated according to the needs of the organization.
A3 Hepurmg nfrnnr:m'q g The organization shall define and put in place a process to

report concerns about the organization’s role with respect
) to an Al svsterm throughout itslife cycle.

A Ite:mrr.ﬁ';s [nﬁlul brﬂfi‘iw

Objective: To ensu I'!_,Jla't L|_|E organization accounts for the resources (incuding Al system components and
essets) of the Al systein in order to fully understand and address risks and impacts,

Taple g Control

A4 Resource documentation The organization shall identify and document relevant
resolirces required for the activities at given Al sysrem life
cycle stages and other Al-related activities relevant for the
urganlzation.

A43 Data resources As part of resource identification, the organization shall
document information about the data resources utiltzed
for the Al system.

A4 Tooling resources As part of resource identification, the organization shall

document information about the tooling resources atilized
for the Al system.

I
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Table A1 {continued)

A4S

System and computing resources

As part of resource identification, the arganization shall
document information about the system and computing
resources utilized for the Al system.

Adh

Human resources

As part of resource identification, the arganization shall
document information about the human resources and
their competences utilized for the development, deploy-
ment, aperation, thange management, maintenance,
transfer and decommizsioning, as well as verification and
integration of the Al system.

A5 Assessing

impacts of Al systems

Objective: To assess Al system impacts to individua
by the Al system throughout s life cycle.

Is or groups of individuals, or both, and societies affected

Tapic Control
A5.2 Al system impact assessment The organization shall establish a process to assess the
process potental consequences for individuals or groups of ind i
viduals, or both, and socleties that can result from tﬁeﬁd ‘
system throughout itslife cycle, x -
A53 Documentation of Al system im- | The organization shall document th{: rieults of Al=ystem
pact assessments impact assessments and retain rz_alﬁ for a d-efﬁ'l.'a-d peri-
M' J""\-
M54 Assezging Al system impact on in- | The organization shall am?sﬁnd duwmqnﬂhe potential
dividuals or groups efindividuals  |impacts of Al systems ln‘-{nﬁwdmlﬁqﬂ'gﬂmpﬁ of individu-
als throughout the srn‘mi’e'rlife t'_yc_l.c
A5.5 Assessing societal impacts of Al |The organization ﬁ:.\l Ifissess siid dotbment the potential
SYSTEmMS societal impiers.g{.thm r Al sy & throughout their life
cycle. ~
A6 Al system life cycle - Yy

A.6.1 Management guidance for Al system development .'_‘"'}e

Objective: To ensure that the organization identifies ardégcﬁms}%ﬁ}tivﬁ and implements processes for
-

the responsible design and development of Al systerss.
Topic Pt Contral N

A2 (hjectives for responsihle d?ﬂg‘iﬂ- The afganization shal| identity and document ahjectives
ment of Al system . Lgulde the respansible development Al systems, and take

Ps ) thuge’chj-nrtwes into account and integrate measures to
i f f1;phim them in the development life cycle.

A6.1.3 Processes for mpﬁhmlﬁe Al 5}‘!'; The organization shall define and document the specitic

tem design and : processes for the responsible design and development of
»J‘:- J the Al system.

A.6.2 Al system B cycle [

_| by

Objective: To define thﬂﬂﬂeﬂa am:l re;qm rements for each stage of the Al system life cvcle.

Tople A ) Control
Ab22 Al system r!‘i:[ﬁl_j.r!menl's and spec- | The organization shall specify and document require-
ification ments for new Al systems or material enhancements to
existing systems,
A6.2.3 Documentation of Al system design | The organization shall document the Al system design and
and development development hased on organizational nhjectives, doco-
mented requirements and specification criceria.

AB.24 Al system verification and valida- | The organization shall define and docoment verification

tion and vatidation measures for the Al system and specify
criteria for their use,

AB.25 Al system deployment The arganization shall document a deployment plan and
ensure that appropriate requirements are met prior to
dueployment.
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Table A.1 (continued)

f6.2.6

Al system operation and monitors

ing

The crganization shall define and document the necessary
elements for the ongoing operation of the Al system. At the
minimum, this should include svstem and performance
monitoring, repalirs, updates and support,

Ab. LT

Al system technical documentation

The organization shall determing what Al system techni-
cal documentation is needed for each relevant category of
interested parties, such as users, partners, supervisory
autharities, and provide the technical documentation to
them in the appropriate form.

A.60.2.8

Al system recerding of event logs

The organization shall determine at which phases of the
Al system life eyele, record keeping of event logs should be

enabled, but at the minimum when the Al system isin use,

A.7 Data for Al systems

[Dhjective: To ensure that the erganization understands the role and impacts of data in Al systems in the d'%gtl-
cation and development, provision or use of Al systems throughout their life cycles.

Tople Control ; .L-" >
A T2 [ata for development and enhance-| The organization shall define, dderment and Trmiplement
ment of Al system data management proces rélated tot thr_' development of
Al systemes, o ¥ Ih.a /

AT Acguisition of data The organization sha#\fﬁlﬂm:m document details
about the afquislﬂ;u‘ﬁ,a seiet:ttun ol the data usedin Al
systems. ~ F -

A.74 Quality ot data for Al systems The orga nixa‘Fun 1hai|- dpﬁﬂr-ﬁnd document requirements
for data qualityand enstre thit data used to develop and
operate 1 systﬂh & thase requirements.

AT5 Data provenance The ur'ggitzatﬁi\n shaii define and documsnt a process for
| recording the priwenance of data used in its Al systems

| ,a'ﬂi-cgrthe life cycles of the data and the Al system,
A.TH Data preparation z“/ "J'heurgaﬁrat ion shall define and ducumnl: its criteria

Ao SﬂERhnHﬂdH preparations and the data preparation

methids to be used.

A.B Information for interested pnrm{‘ml systems”

Objective: To ensuce that relevant ir@cawd pa rE'rq; have the necessary information te understand and assess

the risksand their impacts [hutﬁ.{mﬁt and"i@.ﬁv&]
Topic ,Q Control
ABZ System du:‘hﬂiﬁﬁtﬂtjun b.m;t in I‘nr- The organization shall determine and provide the neces-
mation j'qr nqers e ¥ sary Informatlon to users of the Al system.
A83 Extﬂrﬁql fepurting The organization shall provide capabilities for interested
| partics to report adverse impacts of the Al system.
A4 L l:mmumc;ﬁm of iIncidents Theorganization shall determine and documenta plan for
h communicating incidents to users of the AT system,
A.8.0 The organization shall determine and document their

Jntli'n:!qtinn for interested parties
F

obligations to reporting infarmation about the Al system
to interested parties.

A9 Use of Al systems

Ohjective: To ensure that the organization uses Al systems respansibly and per arganizational policies.

[ Topic  jComrdl 00000000 ——

492 Processes for responsible use of Al [The orga liznticm. shall define and dur.'um{:nt the Processes
aystems for the responsible uze of Al systems,

A9.3 Objectives for responsible use of Al | The organization shall identity and document objectives to

system

pguide the responsible use of Al systems.

i€ 150/ 1EC 2023 - Al rights reserved
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Table A.1 {continued)

ERE Iotended use of the Al system The organization shall ensure that the Al system is used
according to the intended uses of the Al system and its
accompanying documentation.

A0 Thfipfm_m_ttﬂﬂr relationships

Objective: To enstire that the organization understands its responsibilities and remains accountable, and risks

are appropriately apportioned when third parties are involved at any stage of the Al system life cvele

Topic Control

ALDZ Allocating responsibilities The arganization shall ensure that responsibilities within
their Al system life cycle are allocated between the organi-
zation, its partners, suppliers, customers and third parties.

A10.3 Suppliers The organization shall establish a process to ensure that
Its usage of services, products or materials provided by
suppliers aligns with the organization's approach to the
responsible development and use of Al systems. =

A 104 Customers The erganization shall ensure that its responsible ap "*».
proach to the development and use ufn{iy/stems col
their customer expectations and n
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Annex B

(normative)

Implementation guidance for Al controls

B.1 General

The implementation guidance documented in this annex relates to the controls listed in Table AL It
provides information to support the implementation of the controls listed in Table Al and o meet
the control objective, but organizations do not have to document or justify inclusion or L:tr]u;mll :.ftf
implementation guidance in the statement of applicability (see 6.1.3).

The implementation guidance is not always suitable or sufficient in all situations and does fkﬂj always
fulfil the organization’s specific control requirements. The organization ean extend or modify the
|m|:|[|=:ments|tmn guidance or define their own implementation of a mntrrd actﬂrdmg to their specitic
requirements and risk treatment needs.

This annex is to be used as guidance for determining and |mplemem’='ig fl:rntmi's Fpr .’.] risk treatment
in the Al management system defined in this document. Additisral orpanizational and technical
controls other than those ircluded in this annex can be determmﬂﬂ [see-Alsystem management risk
treatment (n 6.1.3). This ancex can be regarded as a slarling pninl f-::r :!-.*'.u:wping organization-specific
implementation of controls.

B.2 Policies related to Al

B.2.1 Objective o N

Ta provide management direction and gir_ﬁplj.ii':..qu Aﬁfﬁ'!&rﬁsm‘mrﬂing to business requirements.
B.2.2 Al policy &N Nt

Control '~ Nor

The organization should duﬁ;ment a pnlﬁq.r for the development or use of Al systems.
Implementation g‘uldanm

The Al policy shup'ldj hmnfurmed hy

— business sn;ﬁ.tegy, y

- urgamzatmnafvﬁluﬁ and culture and the amount of risk the organization is willing to pursue or
retain;

— the level of risk posed by the Al systems;

— legal requirements, including contracts;

— the risk environment of the organization;

— impact to relevant interested parties (see 6.1.4).

The Al policy should include (in addition to requirements in 5.2):

— principles that guide allactivities of the organization related o Al;
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— processes for handling deviations and exceptions to policy.

The Al poliey should consider tople-specific aspects where necessary to provide additional guidance or
provide cross-references to other policies dealing with these aspects. Examples of such topics include:

— Al resources and assets;
— Al system impact assessments [see b 1.4];
— Al system development,

Relevant policies should guide the development, purchase, operation and use of Al systems,

B.2.3 Alignment with other organizational policies
Control

The organization should determine where other policies can be affected by orapply to, the nrgamzatmm y
objectives with respect to Al systems., —
Implementation guidance »

Many domains intersect with Al including quality, security, safety and primfg The nrpanization
should consider a thorough analysis to determine whether and where currant pn!h:ileaa:'an er:essarl] y
intersect and either update those policies if updates are required or mrludr“ p%nwsmmi imthe Al paolicy.

Other information y i

The policies that the governing body sets on hehalf of the urg;rhir.atiun -shdqld inform the Al palicy,
ISO/1EC 38507 provides guidance for members of the gawem{nEMy nf an mganizatlnn to enable and
govern the Al system throughout its life cycle.

B.2.4 Review of the Al policy )

= .

Control e, O

The Al policy should be reviewed at planned thervalli or aﬂ:giltmnal ly as needed to ensure its continuing
suitability, adeqaacy and effectiveness. < d Ny

Implementation guidance A : £

A role approved by management “thould harﬂapunslble for the development, review and evaluation
of the Al policy, or the cnmpunénts within.The review should include assessing opportunities for
improvement of the organization's policies and approach to managing Al systems in response o changes
to the organizational enwmmnent business circumstances, legal conditions or technical environment.

The review of Al pl:rl-:!Ljr :g]u:rul:l take the results of manzgement reviews into account,

B.3 lnternalorganiiﬁﬁnﬁ
B.3.1 Objective

To establish accountability within the organization to upheld its responsible approach for the
implementation, operation and management of Al systems,

B.3.2 Alroles and responsibilities
Control

Roles and respansibilities for Al should be defined and allocated according to the needs of the
organization,
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Implementation guidance

Defining roles and responsibilities is eritical for ensuring accountability throughout the organization
for its rofe with respect to the Al system throughout its life cycle. The organization should consider Al
palicies, Al objectives and identified risks when assigning roles and responsibilities, in order toensure
that all relevant areas are covered. The organization can prioritize how the roles and responsibilities
are assigned. Examples of areas that can require defined roles and responsibilities can include:

= risk management;

— Al system impact assessmoents;
— assetand resource management;
—  security;

— safety;

—  privacy; ’ I :
— development; "/
— performance; .
— human oversight; ., -

— supplier relationships;

— deminstrate its ability to consistently fulfil legal mq.H-re’ments . LY
= data quality management (during the whole life q,:q.lﬁ] ) ™ __H_
Responsibilities of the various roles should bﬂiermed to the i'i:\rel appropriate for the individuals to
perform their duties. B 5
= ()
B.3.3 Reporting of concerns W = Ly’
l:ﬂl]trl]] :—.h‘. -=.‘__ 2 <! ;.I".""

The organization should deline ah.tl ﬁ'.lr. in glacb’ a process to report concerns about the organization's
role with respect to an Al systéf th rnughpu Fits life cycle.

Implementation gul-dam:e r 3 L,

The reporting muth{ﬁ?m u.hnuiﬂ ﬁ,b!f'l the following functions:

al] options fgnmgjsd@fltlﬁg!:ﬂy or anonymity or both;

b) available fnd p/rgn:_-;ﬁ't?&’t.;: employed and contracted persons;

c] staffed with quilified persons;

d] stipulates appropriate investigation and resolution powers for the persons referred to in c);
g) provides for mechanisms to report and to escalate to management in a timely manner;

] provides for effective protection from reprisals for both the persons concerned with reporting and
investigation (e.g. by allowing reports to be made anonymously and confidentially);

gl provides reports according to 4.4 and, if appropriate, €); while maintaining confidentiality and
anonymity in a}, and respecting general business confidentiality considerations;

h]  provides response mechkanisms within an appropriate time frame.
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NOTE The organization can utilize existing reporting mechanisms as part of this process.

Other information

In addition to the implementation guidance provided in this clause, the organization should further
consider 150 37002,

B.4 Resources for Al systems
B.4.1 Objective

To ensure that the organization accounts for the resources (including Al system components and assets)
of the Al system in order to fully understand and address risks and impacts,

B.4.2 Resource documentation

Control O
The organization should identify and document relevant resources required for theactivities nltgjilne:n
Al system life cycle stages and other Al-related activities relevant for the organization.
Implementation gunidance jo .._:< _/
Decumentation of resources of the Al system is critical for understandi.ﬁ.g-‘f{sks, ﬁ'ﬁ"‘i\-f'l-ﬂ.l as potential
Al system impacts (both positive and negative) to individuals or groepsof individuals, or both, and
societies. The documentation of such resources (which can utilize, [Elr jnstanpﬁ'dg’ta flow diagrams or
system architecture diagrams) can inform the Al system impact a5z sments{see a5

Resources can include, but are not limited to: “nd! S S

— Al system components; A

— dataresources, Le. data used at any stage in thE-}.-gijr'stfm Hf‘_}%?‘—'h:
— tooling resources (e.g Malgﬂrithms.mmm?éiqr tools); k. Sd

) e
— system and computing resources {e.g hatdware to develop and run Al modoels, storage for data and
toolIng resources); . ALY YooY

A

— human resources, L.e. people with the nﬂces'}:r};rf expertise (e.g, for the development, sales, training,
operation and maintenance ef the Al sysient}’in relation to the organization's role throughout the Al
system life cycle. ] A Y

Resources can be pm?id_ﬂd-:ﬁ_‘;'_tihﬂ {:rganiz.';tinn itself, by its customers or by third parties,

Other information |

Documentation of resourses can also help to determine if resources are available and, if they are not
available, the organization should revise the design specification of the Al system or its deployment
requiremerts.

B.4.3 Data resources
Control

As part of resource identification, the organization should document information ahout the data
resources utilized for the Al system.
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Implementation guidance

Documentation on data should include, but is not limited to, the following toples:

— the provenance of the data;

— thedate that the data were last updated or modified [e.p. date tag in metadatal;
— for machine learning, the categories of data (e.g. training, validation, test and production data);

— categories of data (e.g: as defined in ISO/1EC 19944-1);

— proczss for labelling data;

— interded wse of the data: r
— quality of data (e.g. a5 described in the 1SO/1EC 5259 series?)); A h
— applicable data retention and disposal policies; o ~. 7

— known or potential bias issues in the data;

— datapreparation. 4 B -

B.4.4 Tooling resources P' -..::-_’_;.<J

Control . \ :_," ()

As part of resource identification, the organization qhuulr:t dﬁ:umnm mﬁrma!:iun ahout the tooling
resources utilized for the Al system. —~0

Implementation guldance W
Tooling resources for an Al system and part[tu:srly f%ma:hine learning, can include but are not
limited to: f _,f

— algorithm types and machine Ienrmi:g IIIDIjE'—S b
g o
— data conditioning tools or p-n:u;.g:\sbs‘es g Tl

o

— optimization methods; ‘_,_\/"-'.-' s

— evaluation methods; _ '/ ! :

— provisioning tDﬂiE—fﬂh-I’ ?emt:fﬁ:-s

— toolsto ..'-m:l m‘hdnkf‘dwelppment

— softwa rE;p_pd hardu-‘are, for Al system design, development and deployment.
Other Informatlom ‘

ISU/IEC 23053 prwides detailed guidance on the types, methods and approaches lor various tooling
resources for machine learning.

B.4.5 System and computing resources
Control

As part of resource identification, the organization should dacument information about the system and
computing resources utilized for the Al system.

2]  Under preparation. Stage at the time of publication: IS0/IEC DIS 5§255-1:2023, IS0/1EC DIS 5259-2:2023, 150/
FEC D5 5259-3: 2023, ISO/IEC NS 5259-4:2023, 150/ 1EC CD 5259-5:2023.
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Implementation guidance
Information about system and computing resources for an Al system can include but (s not Hmited to:

— resource requirements of the Al system {i.e. to kelp ensure the system can run on constrained
resource devices);

— where the system and computing resources are [ocated (e.g. on-premises, cloud computing or edge
computing);

— processing resources (including network and storage);

— the impact of the hardware used to run the Al system workloads (e.g. the impactto the environment
either through use or the manufacturing of the hardware or cost of using the hardware),

The organization should consider that different resources can be required to allow continual
improvement of Al systems. Development, deployment and operation of the system can have different’
system needs and requirements.

NOTE IS0/ 1EC 22989 describes various system resource considerations.

B.4.6 Humanresources A -
Control O

As part of resource identification, the organization should document :hf&nm;mm ahnut the human
resources and their competences utilized for the development™ dep“l-uymmlt,' operation, change
management, malntenance, transfer and decommissioning, as we}la&:*erlli-:al.fnn‘ud integration of the
Al system. ~h
lmplementation guidance %
The organization should consider the need for diverse th:ﬁfrtisr and in:lud-_- the types of roles necessary
for the system. For example, the organization can irclide spec{hmiemngraphlc groups related to data
sets used to train machine learning models, Ifr’heﬁ‘ mclusl;fr!l a qecessary component of the system

design. Necessary human resolrces can Im:ludfe‘hm are ant limited to:
l\._ " b il

— datascientists; A

— roles related to human uuur*:ight‘ci‘ﬁtl'”sfqtem'@‘- ;-

— experts on trustworthiness mﬂ:c:s sw:h ;:3 s-met!,u security and privacy;

— Al researchers and specmlgstsgqnd ﬂ-agnam experts relevant to the Al systems.

Different resources can he l_yecafssary at different stages of the Al system life cycle.

B.5 Assessing mpatts &EMSjrstems
B.5.1 Objective :

To assess Al system impacts to Individuals or groups of Individuals, or both, and socleties affected by
the Al system throughout its life cycle.

B.5.2 Al system impact assessment process
Control

The organization should establish a process to assess the potential consequences for individuals or
groups of individuals, or both, and societies that can result from the Al system throughout its life cycle.
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Implementation guidance

Because Al systems potentially generate significant impact to Individuals, groups of individuals | or
both, and societies, the organization that provides and usas such systems should, based on the intended
purpose and use of these systems, assess the potential impacts of these systems on these groups.

Thi organlzation should consider whether an Al system affects:
— the legal position or life opportunities of individoals;

— the physical or psychological well-heing of individuals;

— universal human rights;

— societies.
The organization’s procedures should include, but are not limited to:

al circumstances under which an Al svstem Impact assessment should be perfumed \i{fihﬁ can
include, but are not limited to:

1) eriticality of the intended purpose and context in which the Al sysmm is used or anjr slgmﬂcant
changes to these;

\
o

2) complexity of Al technology and the level of autumahq,u nf,ﬁl syst‘ems or any significant
changes to that; y

'\l.r

3] sensitivity of data types and sources processed hy the ﬁl ‘rystﬁ-mnran}r significant changes to
that;

.- \1. I » ), ‘
b) clements that are part of the Al system impact aém-ssmnm:p_rn‘(:uss, which can include:

A

1] identification (e.g. sources, events and i;ull:umua}

2) analysis (ep. consequences and likﬂﬂkﬂud] J\x,

3) evaloation [e.g. acceptance r.lm&'-i:ll:rs amc ;Jriimtiza tion);

4) treatment [e.g. mll‘lgat!ﬂl‘l,l:‘l\&ﬁu rns]_,‘ >

5] docomentation, rupnrnng and cn-mnmmcgnnn (see 74, 7.5and B.3.3);
¢] whoperformsthe Al,sf's:tm |mp|m:t aa.sessment

d) how the Al systep- 1mp&~_r ai'.s:e qsment can be utilized [e.g. how it can inform the design or use of the
system (see B.J’; and E,é] whetlier it can trigger reviews and approvals];

e} individusls alnri mclm;r; that are potentially impacted based on the system's intended purpose,
use and characteristivs|e.g. assessment for individuals, groups of individuals or societies).

Impact niE&ESmenE‘ﬂ_}uuld take various aspects of the Al system into account, including the data used
for the development of the Al system, the Al technologies used and the functionality of the overall
system.

The processes can vary based on the role of the organization and the domain of Al application and
dependirg on the specific disciplines for which the impact is assessed (e.g. security, privocy and safety).

Other information

For some disciplines or organizations, detailed consideration of the impact on individuals or groups
of individuals, or both, and societies is part of risk management, particularly in disciplines such as
information security, safety and environmental management. The organization should determine
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if discipline-specific impact assessments performed as part of such a risk management process
sufficiently integrate Al constderations for those specific aspects (e.g. privacy).

NOTE I1S0/1EC 23894 describes how an organization can perform impact analyses for the organization itself
along with individuals or groups of individuals, or both, and societies, as part of an overall risk management
process

B.5.3 Documentation of Al system impact assessments
Conirol

The orgznization should document the results of Al system impact assessments and retain results for a
defined period.

Implementation guidance

The documentation can be helpful in determining information that should be communicated to users h
and other relevant interested parties, N
~ \‘.

Al system impact assessments should be retained and updated, as needed, in alignment with the
elements of an Al system impact assessment documented in B.5.2. Retention-periods can follow

organization retention schedules or be informed by legal requirements or other rbqﬁ'lremems

Items that the organization should consider documenting can include, hutﬂ_ru ot I!m{tﬂ&vgu

— the intended use of the Al system and any reasonable foreseeable rq]suae uftjwﬁl.system,

— positive and negative impacts of the Al system to the relevam, md.w1dua]5 nr'gmups of individuals,
or both, and societies: ~L ) o

—  predictable failures, their potential impacts and =nen=ur-l:":7-ﬁkﬂniq;3nih‘gam them;

— relevant demographic groups the system is applic;_riii-g ;| :

— complexity of the system; ' -. - \'_f'

— the role of humans in relationships wn;h ;w‘\[‘em mcl‘.:.dlng humﬂn oversight capabilities, processes
and touls, available to avoid negative |Elpg;f.s. N

— employment and staff skilling. ~ I'"-",-' &

s

B.5.4 Assessing Al s_vstem impﬂct on mdn:i'duals or groups of individuals

Control -( . “,. { -\'
The organization should a;&m apd document the potential impacts of Al systems to individuals or
groups of tndunduals thrh'fl Ehnul:"'.:he. system's life cycle.

Implementation guldn.ngﬁ

When assessing the Impanﬁ on individuals or groups of individuals, or both, and societies, the
organization should consider its governance principles, Al policies and objectives, Individuals using
the Al system or whose Pll are processed by the Al system, can have expectations related to the
trustworthiness of the Al system Specific protection needs of groups such as children, impaired
persons, clderly persons and workers should be taken into account. The organization should evaluate
these expectations and consider the means to address them as part of the system impact assessment.

Depending on the scope of Al system purpose and use, areas of impact to consider as part of the

assessment can include, but are not hmited to:
— fairness:

— accountability;
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— transparency and explamability;
— securlty and privacy;

— safety and health;

— financial consequences;

— accessibility;

— human rights.

Other information

Where necessary, the organization should consult experts (e.g. researchers, subject matter experts and
users) to obtain a full understanding of patential impacts of the Al system on individuals ar gmup;. E.\E

individuals, or both, and societies.

B.5.5 Assessing societal impacts of Al systems — :

Y

Control S

The arganization should assess and document the potential wlerﬁlx!rh:artt ﬁ}' “their Al systems
throughout their life cycle. = Fo

Implementation guidance e u," ) -.‘_'_" )

Societal impacts can vary widely depending on the orga mmﬂi}p (3 mn;ex‘i and the types of Al systems.
The societal impacts of Al systems can be both ht-nel‘n:int:md detrnmeh;al fxa mples of these potential
societal impacts can include: Py A

y | ; r
W

— environment sustainability [including the Impacts on n\amral resources and greenhouse gas
emissions); ;' '3,

— economic (including access to Fmam:tat’;ervbceg‘ -am\plnyment opportunities, taxes, trade and
commerce); * .

b -

— government (including Icg,tslulgﬂk prm:esms_, nhsmﬁ:rmntmn for political gain, national security
and eriminal justice :}rs'ems]; =N

— health and safety {lmiudm@aamsgu healt!ll:are, medical diagnosis amd treatment, and potential
physical and psychulngrag! hﬂITJ'IE}. s

— norms, traditions,. g:uhyrn anl;l values (including misinformation that leads to biases or harms to
individuals nr gr.uuhs of indiviguals, or both, and socletieg),

r

Other Informi‘tlim

Development and m".:,:‘gt .ﬂ.l systems can he mmputatmnally intensive with related impacts to
environmental sustainability (e.g. greenhouse gas emissions due to increased power usage, impacts
on water, land, flora"and fauna). Likewise, Al systems can be used to improve the environmental
sustainability of other systems (eg reduce greenhouse gas emissions related to buildings and
transportation). The organization should consider the impacts of its Al systems in the context of its
overal| environmental sustainahility goals and strategies.

The organization should consider how its A1 systems can be misused to create societal harms and how
they can be used to address historical harms. For example, can Al systems prevent access to financial
services such as loans, grants, insurance and investments and likewise can Al systems Improve access
to these instruments?

Al systems have been used to influence the outcomes of elections and to create misinformation (e.g.

deepfakes in digital media) that can lead to political and social unrest. Government's use of Al systems
for crimimal-justice purposes has exposed the risk of blases o societies, individuals or groups of
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individuals. The organization should analyse how actors can misuse Al systems and how the Al systems
can reinforce unwanted historical social biases,

Al systems can be used to diagnese and treat illnesses and to determine qualifications for health
henefits. Al systems are also deployed in scenarios where malfunctions can result in death or injury
to humans [eg. sell-driving automobiles, human-machine teaming). The organization should consider
both the positive and negative outcomes when using Al systems. such as in health and safety related
SCEnarios.

NOTE ISOJIEC Tt 24368 provides a high-level overview of ethical and socletal concerns related to Al
systems and applications.

B.6 Al system life cycle

B.6.1 Management guidance for Al system development

B.6.1.1 Objecive e
To ensure that the organization identifies and documents objectives and implemmts piocesses foF the
responsible design and development of Al systems. iy -

B.6.1.2 Objectives for responsible development of Al system ;
Control s ¥ ¥
The organizatien should identify and document ohjectives tb-g;un:!e the- “E'Fpﬂ'hSlhtE' development
of Al systems, and take those objectives into account and mtggmte mnnma:_es to achieve them in the
development life cvcle. Y 4 .,' e

Implementation guidance A

The organization should identify objectives (see fu_..) fh'ﬂ nffectt]ﬁs Al system design and development
processes. These objectives should be taken into afb:mnl»En the design and development processes,
For example, if an organization defines “fairness” as one abjective, this should be incorporated in
the requirements specification, data a:qui‘m.tun-n dat=. ::undutimmg, model training, verification and
validation, etr. The nrganizatinon shonld fll"l.;u:rlp :Fq‘hrrrmpnt': and puidelines as necessary to ensure
that messures are integrated into the,u'arluus stages (e.g, the requirement to use a specific testing tool
or method to address unfairness wunWantcd hta,,} to achieve such objectives,

¥

Other information 2\
Al technigues are being usﬁd 1o augmen: ‘security measures such as threat prediction detection and
prevention of security Et@:lﬁ This is an application of Al technigues that can be used to reinforce
security measures ta protéct hoth :ﬁ.l gystems and conventional non-Al based software systems. Annex €
provides examples uﬁﬂrganlmfmnal objectives for managing risk, which can be useful in determining
the objectives for Al 5}5tﬂmﬁﬂ*ﬂup ment.

B.6.1.3 Processes for respnnslhlz design and development of Al systems
Control

The organization should define and document the specific processes for the responsible design and
development of the Al system.
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Implementation guidance

Responsible development for Al system processes should include consideration of, without limitation,
the fallowing:

— life cycle stages (a generic Al system life cycle model is provided by 1S0/1EC 22989, but the
organization can specify thelr own life cycle stages);

— testing requirements and planned means for testing;

— human eversight requirements, including processes and tools, especially when the Al system can
impact natural persons;

= atwhat stages Al system impact assessments should be performed;

— tralning data expectations and rules (e.g. what data can be used, approved data suppllners ﬂmi
labelling);

— expertise [subject matter domain or other) required or training for develupers of .M :.}rs'tl:!ms or
both:

— release criterla; Ny B
— approvals and sign-offs necessary at various stages; o _ ' _“:-____:<—-’
— change control; O

— usahility and controllability; 4 “

— engagement of interested parties. £ H ) ¢ :

The speafic design and development processes deperiu an tﬁq fum:l:.lnna!nty and the Al technologies
that are ntended to be used for the Al Sjl'stl.rn . Y

B.6.2 Al system life cycle O

B.6.2.1 Objective O N

Tor theline tie criteria ancd irqui:eﬁ__;éhﬁ [ I:d::l.‘yh:{d];t" of the Al system life cycle.

B.6.2.2 Al system mqujmmmis aml a'pttlﬂcatlnn
Control “--'; A
The organization -shk‘ei.ulr.l specify and document requirements for new Al systems or material
enhancemen l:a“m"exvasl:mg Eg'stems

Illplemmtatmn gl,!:danﬁe

The organization shcmh! tdocument the rationale for developing an Al system and its goals. Some of the
factors that should be considered, documented and understood can include:

al why the Al system is to be developed, for example is this driven by a business case, customer
request or by government policy;

b] how the model can be trained and how data requirements can be achieved.

Al system requirements should be specified and should span the entire Al system life cycle. Such
requirements should be revisited in cases where the developed Al system is unable to operate as

intended or new information arises that can be used to change and to Improve the requirements. For
instance, it can become unfeasible from a financial perspective to develop the Al system,
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Dther information

The processes for describing the Al system life cyele are provided by 150/1EC 5338, For more information
about human-centred design for interactive systems, see 150 9241-210,

B.6.2.3 Documentation of Al system design and development
Control

The organization should documen: the Al system design and development based on organizational
abjectives, documented requirements and specification criteria.

Implementation guidance

There are many design choices necessary for an Al system, incloding, but not limited ta:

— machine learning approach (e.g. supervised vs, unsupervised);

— learning algorithm and ty pe ofmachine karnimg model utilized; _

—  how the model is intended to be trained and which data quality (see B.7); : ~
evaluation and refinoment of models; (7 £

— hardware and software components; AN . _

— security rhreats considered throughout the Al system life cycle;’ Eg;urlt)r.-fh;t"i!'éts specific to Al
systams include data poisoning, model stealing or model inversionattacks;

— interface and presentation of outputs; F i

— howhumans can interact with the system; . c \

— interoperability and portability considerations. ‘x S

There can be multiple iterations between design Emﬂ dev&:lupmeﬁl. but documentation on the stage
should be maintained and a final system ar-:hizpcturr: du-;umenmian should be available,

Other information -'f"- vy A

i

For mere information about human-céi rft,ré_d'de_slfgh‘fdr‘:ntnrﬂﬂlw systems, see 150 9241-210,

=

R.6.2.4 Al system wﬁﬂmﬂugﬁan.ﬂ v:;!:iyﬂ:ﬁprr
& A, ;
' .

Control i k

The organization Shpﬁld:"délﬁl;ﬂ aﬁ!ifdm:ument verification and validation measures for the Al system
and specify criteria for their use., -~

Implementation guldani:&_‘:__ >

The verification and validation measures can include, but are not limited to:

— testing methodologies and tools;

— selection of test data and their representation of the intended domain of use;

— release criteria requirements.

The organization should define and document evaluation criteria such as, but not limited to:

— aplan to evaluate the Al system components and the whole Al system for risks related to impacts
on individuals or groeps of individuals, or both, and societies:
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— the evaluation plan can be based on, for example:

— reliability and safety requirements of the Al system, Including acceptable error rates for the Al
system performance;

— responsible Al system development and use objectives such as those in B.6.1.2 and B9.3;

— operatiomal factors such as quality of data, intended use, including acceptahle ranges of each
operatinnal factor;

— anyintended uses which can require more rigorous aperational factors to be defined, including
different acceptable ranges for operational factors or lower error rates;

= the methods, puidance or metrics to be used to evaluate whether relevant interested parties who
make decisions or are subject to decisions based on the Al system outputs can adequately interpret
the Al system outputs. The frequency of evaluation should be determined and czn be basqi ul.mn
results from an Al system impact assessment;

— any acceptable factors that can account for an inability to meet a target minimum ;perh:rrmance
level especially when the Al system is evaluated forimpacts on individuals'or groups 'qucirlwdua Is,
or bath, and societies (eg. poor image resolution for computer vision s;stérﬁs or background noise
affecting speech recognition systems). Mechanisms to deal with ]:r-uur Al system-perfurmance asa
result of these factors should alse be documentead. a

The Al system should be evaluated against the documented :ntemﬂar cvaluarmh

Where the Al system cannot meet the documented criteria I’urﬁvaluamm-mj:uciall y against responsible
Al system development and use objectives (see B.6.1.2 and £%3). the Q[ga nization should reconsider or
manage the deficiencies of the intended use of the Alsy:tem, its perfermance requirements and how
the organization can effectively address the impacts- to 1I'J-dl"gtilﬂ.ﬂ5-ﬂr groups of individuals, or both,

and societies. ) A
MNOTE Further immformaticn on how to d.ua.f w}{h ru]:nn‘s:mss of newural networks can be found in
ISO/IEC TR 24029-1, ) = D)

B6.2.5 Alsystemdeployment .

Control ( ", M -

The arganization should ducum‘am a dnpiuytnenl plan and ensure that appropriate requirements are

met prior to deployment. ~ v ok

.

[npll:mtntatinnguidnnm \

Al systems can bé ﬂbﬁ;ﬂ'lﬂ]]l.’d in various environments and deployed in others (such as developed on
premises and’ ‘deployed vsing cloud computing) and the organization should take these differences
into account ‘forthe loyment plan. The organization should also consider whether components
are deployed separately{e.g. software and model can be deployed independently). Additionally, the
organization shouldthave a set of requirements to be met prior to release and deployment (sometimes
referred to as "release criteria”™). This can include verification and validation measures that are to be
passed, performance metrics that are to he met, user testing to be completed, as well as management
approvals and sign-offs to be obtained. The deployment plan should take into account the perspectives
of and impacts to relevant interested parties.

B.6.2.6 Al system operation and monitoring
Control

The organization should define and document the necessary elements for the ongoing operation of the
Al syster. At the minimum this should include system and performance monitoring, repairs, updates
and support.
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Implementation guidance

Each minlmum activity for operation and monitoring can take account of various considerations, For
example

— System and performance monitoring can include menitoring for general errors and failures, as well
as for whether the system Is performing as expected with production data. Technical performance
criteria can include success rates in resolving problems or in achieving tasks, or confidence rates.
Other criteria can be related to meeting commitment or expectation and needs of interested parties,
including, for example, ongoing monitoring to ensure compliance with customer requirements or
applicable legal requirements.

= Some deploved Al systems evolve their performance as a result of ML, where production data
and output data are used to further train the ML model. Where continuous learning is used, the
organization should monitor the performance of the Al system to ensure that it continues to meei
its design goals and operates on production data as intended.

—  The performance of some Al systems can change even if such systems do notuse continuous learniag:,
usually due to concept or data drift in production data. In such cases, monitoring can identifyt
need for retraining to ensure that the Al system continues to meet its design guéffq and operates on
production data as intended. More information can be found in ISQ/IEC 23053,

— Repairs can include responses to errorsand failures in the system, Thﬁ m"g,a mz.itmn‘ﬂ'u}u]ﬂ have
processes in place for the response and repair of these issues. Adﬂiltnﬁ?ir}f,hpdﬂhﬁ :‘arr— be necessary
asthe system evolves or as eritical issues are identified, orasthe rEs;.ﬂ‘w}'E.\ttern lytidentified issues
(e.g. non-compliance with customer expectations or legal requirmm} Thete should be processes
in place for updating the system including components aff:l:r.ed. .updatf: E‘.tﬁﬂ!ule, information to
users on what is included in the update. s ]

System updates can alse include changes In the system ﬂpg.ummﬁia '11.-w or modified intended uses,

or other changes in system functionality. The organization should have procedures in place to

address operational changes, including mmmun!catlbn to usgrs

—  Support for the system can be internal, extern alnr‘huth dﬁpumﬁngnn the needs of the organization
and how the system was acquired. Support.proces es should consider how users can contact the
appropriate help, how issues and m;adgnt; are mpﬁﬂﬂd support service level agreements and
metrics. A v

—  Where Al systems are being used fqrﬁﬁfpnsef‘bﬂmr than thase for which they were designed or in
ways that were not anhnpate-i the appmptrfqteness of such uses should be considered.

— Al-specific information SE‘EII.HI}’ Itlfﬁ-alﬁ:-- elated to the Al systems applied aml developed by the
organization should be uinnhﬁed Alspecific information security threats include, but are not
limited to data putsumﬂg,jnudrl stealing and model inversion attacks.

Other information | .

s

The organization shaulm;g:}nsm'er operational performance that can affect interested parties and
consider this when designingand determining performance criteria.

Performance criteria for Al systems in operation should be determined by the task under consideration,
such as classification, regression, ranking, clustering or dimensionality reduction,

Performiance criteria can include statistical aspecls such as error rates and processing duration,
For each criterion, the organization should identify all relevant metrics as well as interdependences
betwesn metrics. For each metric, the organization should consider acceptable values based on, for
example, domain expert’s recommendations and analysis of expectations of interested parties relative
to existing non-Al practices.

For example, an organization can determine that the F, score is an appropriate performance
metric based on its assessment of the impact of false positives and false negatives, as described in
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ISO/IEC T5 4213, The organization can then establish an F; value that the Al system is expected to
meet. [t should be evaluated if these issues can be handled by existing measures. If that is not the case,
changes to existing measures should be considered or additional measures should be defined to detect
and handle these issues.

The arganization should consider the performance of non-Al systems or processes in operation and use
them as potentially relevant context when establishing performance criteria

The organization should additionally ensure that the means and processes used to evaluate the Al
system, Ineluding, where applicable, the selection and management of evaluation data, Improve the
completeness and the reliability in assessment of its performance with respect to the defined criteria.

Development of performance assessment methodologies can be based on criteria, metrics and values.
These should inform the amount of data and the types of processes used in the assessment and l‘hE
roles and expertise of personnel that carries out the assessment. .
Performance assessment methodologies should rellect attributes and characteristics of ope?-gtluri
and use as closely as possible to ensure that assessment results are useful and relevant. Sonie 2spects
of performance assessment can require controlled introduction of EITDI‘.'EI:HJ.S or spu‘riﬂruﬁ data or

processes to assess impact on performance. -
The quality model in 1S0/1EC 25059 can be used to define perfnmunce_.s;ﬁwia_ (7
B.6.2.7 Al system technical documentation y ‘ ,
Co 1 i " ,1"" e

nitro ~ e

The organization should dstermine what Al system Igchm-:al :!m_'l.m-ematmn is needed for each
relevant category of interested parties, such as users, D‘:‘IT‘IﬂEr:}. ﬂl[:g:twlsary autharities, and provide
the technical documentation to them in the appmpr:ammm A4

Implementation guidance ( ’ '1 Z

A

The Al system technical dm‘umentatmn ca rrm;aude hut‘n'rn_bthm]ted ta the following elements:
— & general description of the Al syti:qm rfu:!ud].nn |E intended purpose;

.'_" 3 .-._.- .

— usage instructions; @

— technical assumptions dl‘IDI.Ii:\-H.'.! depjmr nléflldnd operation (run-time environment, related software
and hardware :ap.ahllil%q_, assumpt infis made on data, etc.);

— technical Ilmltat:lignr[e.g_ al;b#pt:a.ﬁfe error rates, accuracy, reliability, robustness);

~,
— manitoring cap.;lﬂ'i;lltms and funct_lnns that allow gsers or operators to influsnce the system
uperatiuw‘ S

Dncumantatinn elem-en{cs relate-d to all Al system life cycle stages (as defined in 1SO1EC 22989) can
include, but are nat limited to:

— design and system architecture specification;

— design choices made and quality measures taken during the system development process;

— Information about the data used during system development;

— assamptions madeand quality measures taken ondataguality (e.g assumed statistical distributions);

—  manmigement activities (e.g, risk management) talien during development or operation of the Al
system;

— verification and validation records;
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— changes made to the Al system when it is in operation;
— impact assessment documentation as deseribed in B.5.

The orgenization should decument technical information related to the responsible operation of the Al
system. This can include, but is not limited to:

— documenting a plan for managing fallures. This can include for example, the need to describe a
rollback plan for the Al system, turning off features of the Al system, an update process or a plan for
notifying eustemers, users, eteoof changes to the Al system, updated information on system failures
and how these can be mitigated;

— documenting processes for monitoring the health of the Al system (Le. the Al system operates as
intended and within its normal operating margins also referred to as observability) and processes
for addressing Al system failuras;

— documenting standard operating procedures for the Al system, including which events should I:-i:"'-.
monitored and how event logs are prioritized and reviewed. It can also include how to m'.restigam
failures and the prevention of failures, ) \

= documenting the roles of personnel responsible for operation of the Al s:.rsmm s well as ‘those
responsible for accountability of the system use, especially in relation to hjll]'ilflﬁg tha-ej‘ects of Al
gystam fallures or managing updates to the Al system; o5 W

— documenting system updates like changes in the system operatio ns, m:w or mudul‘irw-.iint-.ndw uses,
or other chanpes in system functionality. ] —

The organization should have procedures in place to add;r&ss uperai.:nna‘l:, changes including
communication to users and internal evaluations on the typtaf Bhﬁhge

Documentation should be up to date and accurate, Documentai'mn Sﬁ:ﬂ.ylld he appmved by the relevant
management within the organization.

‘}.
When provided as part of the user documentation pae t‘nntml;%#idtd in Table 4.1 should be taken
into account. ;

'h' ! -
"-\._ I -
L
b

B.6.2.8 Al sysiem remr:ilngulevcnt]qﬁ#«:‘"
Ct & %
Control S ol N

i

The organization should del:ennlnwil.’_l; 'h;hi!.’!‘l_-p}_ﬁ:ﬁs of the Al system life cycle, record keeping of event
logs should he enahled, hut 2t tjléi:niﬁin‘!.um"w\han the Al system is in use.

Implementation gttlfﬂam:ma-nk ) & Y

The organization sh,rrmti am-urc l(:ggmg for Al systems it deploys to automatically collect and record
event logs related l.t:hir,-min w.-'cnh that occur during operation. Such logging can include but is not
limited to:

— traceability of the Al sy:-‘fem's functionality to ensure that the Al system is operating as intended;

— detection of the Al system's performance outside of the Al system’s intended operating conditions
that can result in undesirable performance on production data or impacts to relevant interested
parties through monitoring of the operation of the Al system.

Al system eventlogs can include information, such as the time and date each time the Al system is used,
the production data on which the Al system operates on, the outputs that fall out of the range of the
intended operation of the Al system, etc.

Event logs should be kept for as long as required for the intended use of the Al system and within the
data retention policies of the organization. Legal requirements related Lo data retention can apply.
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Other information

Some Al systems, such as blometric identification systems, can have additlonal logging requirements
depending on jurisdiction. Organizations should be aware of these requirements.

B.7 Data for Al systems
B.7.1 Objective

To ensure that the organization understands the role and impacts of data in Al systems in the application
and development, provision or use of Al systems throughout their life cycles.

B.7.2 Data for development and enhancement of Al system
Control

The organization should define, document and implement data management processes rel.:uteii tu the
development of Al systems. o \
Implementation guidance s .

Data management can include various topics such as, but not limited tc'.':/ - - _:< _/

— privacy and security implications due to the use of data, some ufwhich m’i'rﬂ:le sensitive in nature;
— security and safety threats that can arise from data liEpE—'ndent Al ;;rﬂ;\;;n develup‘ne nt;

— transparency and explainability aspects irc]ud:l}gﬁmg pmve*.anr‘e and the ability to provide an
explanation of how data are used for dclnrmln"mg hn J'-.l »Jjg'a:-ms output if the system requires
transparency and explainability;

— representativeness of training data mmpatﬁc};‘tﬂ qunqtiunal domain of use;
— accuracy and integrity of the data. g

NOTE Detailed information of Jt‘ rsj'atem hﬁ! {'g;,z..e and data management concepts is provided by
ISO/IEC 22989, o i

_: |

B.7.3 Acquismnnnfdatg A,

Control A"y : -;’_' o

JI.

The arganization shoiild :ietermil‘.ﬂ and document details about the acquisition and selection of the
data used in Al sg,;sre"m

Implementation gllid-_lpl_ls,ﬁ_ ;

The organization E@ﬁ IIEEH different categories of data from different sources depending on the scope
and use of their Al systems. Details for data acquisition can include:

— gategories of data needed for the Al system;

— quantity of data needed

— datasources [eg internal, purchased, shared, open data, synthetic);

— characteristics of the data source (e.g. static, streamed, gathered, machine generated);

— data subject demographics and characteristics [e.g. known or potential biases or other systematic
errors);

— prior handling of the data (e.g. previous uses, conformity with privacy and security requirements);
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— datarights (=g. PIl, copyright);

— assoclated meta data (e.g. detalls of data labelling and enhancing);
— provenance of the data.

Other information

The data categories and a structure for the data use in ISO/1EC 19944-1 can be used to document details
about data acquisition and use,

B.7.4 Quality of data for Al systems

Control

The organization should define and document requirements for data guality and ensure that data used
to develop and operate the Al system meet those requirements. .

Implementation guidance ~5

The quality of data used to develop and operate Al systems potentially has &Iﬁlﬂf‘rﬂﬂt impaLts on
the validity of the system's outpuis. ISO/IEC 25024 defines data quality as the -:tagree to, which the
characteristics of data satisfy stated and implied needs when used under .ﬁw:s:iilcd cmpdmnn:. Feer
Al systems that use supervised or semi-supervised machine learning, it iﬂﬂ’rportant ﬂiut the guality
of training, validation, test and production data are defined, mensure,d'?nd improved ‘o the extent
possible, and the organization should ensure that the data are suitabi= I'EII‘ its intm:.-ied purpose. The
organizat lon should consider the impact of bias on system perlnrm.m‘; and sy*;tgn lalrness and make
such adjustments as necessary to the model and data used to |mp."nve *perEur'r{Qan céand fairness so they
are acceptahle for the use case. P

Dther information

Additional information regarding data quality is avmhhl-fm thﬂJSUﬂEE 5259 serjes?l on data quality
for analytics and ML. Additional information reg'.’;*'-tli“ng dlffé(e?ls forms of bias In data used In Al
systems is available in [SO/1EC TR 24027, W oAy

B.7.5 Data provenance

Control b A ?

The organization should define and!;dq_}cﬁ-menr él-fp,;:."hcess for recording the provenance of data used in its
Al systems nverthe life cycles of the datzafid the Al system.

\ r Ny

Implementation guldam:ef

According to 150 8001- E, remﬁd of data provenance can include information about the creation,
update, transcription, gbstragtion; ‘validation and transferring of the control of data. Additionally,
data sharing (without tm.ﬂsfbr .of control) and data transformations can be considered under data
provenance. Depending o {actors such as the source of the data, its content and the context of its use,
organizations should considér whether measures to verify the provenance of the data are needed,

B.7.6 Data preparation
Control

The organization shall define and document its criteria for selecting data preparations and the data
preparation methods to be used.

Implementation guidance

Data used in an Al system ordinarily needs preparation to make it usable for a given Al task, For
example, machine learning algorithims are sométimes intolerant of missing or incorrect entries, non:
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normal distribution and widely varying scales. Preparation methods and transforms can be used to
increase the quality of the data. Failure to properly prepare the data can potentially lead to Al system
errors, Common preparation metheds and transformations for data used in Al systems include;

— statistical exploration of the data (eg. distribution, mean, median, standard deviation, range,
stratification, sampling) and statistical metadata (e data documentation initiative [DDI)
specificationlstl);

= cleaning (i.e. correcting entries, dealing with missing entries);

— imputation [i.e. methods for flling in missing entries);

— normallzation;

— scaling;

— labelling of the target variables;

— encoding (e.g. converting categorical variables to numbers). 3 b

Fora given Al task, the organization should docament its criteria for seiettmﬂ ';pr_*c:l"c dats Fill'epaml:inn
methods and transforms as well as the specific methods and transforms usm‘.m thi: Al task.

MNOTE For additional information on data preparation specific to mau:h'*rf_f_* !-Eﬂrnin}: ‘:'EE the I150/1EC 5259
seriest and 1SO/1EC 23053,

B.8 Information for interested parties O -"";._J:J

B.8.1 Objective "% il

To ensure that relevant interested parties have the necé-ﬁar}r jlifprrmatlnrl to understand and assess the
rigks and their impacts [hoth positive and negac W)

B.8.2 System documentation and @ﬁiﬁaMﬁ mrnsers
e O vV A,

Ay AN )
The organization should detecming 2id pr:_.;.yi;;r:;-lhc necessary information w users of Lhe system,

Implementation guidance - My

Information about the J".];_Ii .tvcm:-ﬂaﬁ;i._rrcludn both technical details and instructions, as well as gencral
notifications to users that they' ‘ate interacting with an Al system, depending on the context. This can
alse include the g}'itllﬂill itself, as well as potential outputs of the system (e.g. notifying users that an
image is creatnd . H.I]

Although Al systems ¢an be complex, it is critical that users are able to understand when they are
interacting with 24 Alsystem, how the system works. Users also need to understand its intended
purpose and intendedu se5, fts potential to cause harm ar benefit the user. Some system documentation
can necessarily be targeted for more technical uses [e.g. system administrators), and the organization
should understand the needs of different interested parties and what understandability can mean to
them. The information should also be accessible, both in terms of ease of use In finding it, as well as for
users who can need additional accessibility features.

Information that can be provided to users include, but are not limited to:
— purpose of the system;
— that the user is interacting with an Al system;

— how to interact with the system;
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— how and when to override the system;

— technlcal requirements for system operation, including the computational resources needed, and
limitations of the system as well as its expected lifetime;

— needs for human oversight;
— information about accuracy and performance;

— relevant information from the Impact assessment, including potential benefits and harms,
particularly if they are applicable in specific contexts or certain demographic groups (see B.5.2 and
B54)

— revisions to claims about the system's benefits;

— updates and changes in how the system works, as well as any necessary maintenance mEdSHrES_
including their frequency; i

— contact information; .

W

— educational materials for system use, et

Criteria used by the organization to determine whether and what information. s Ew-l:re prodided should
be documented Relevant criteria include but are not limited to the tntﬁm‘i& use .mﬁ Feason ably
foresezable misuse of the Al system, the experrise of the user and spenﬁc impn:t u[ tlxe ‘Al system.

Information can be provided to users in numerous ways, inclulhng_dmmnvntqd mt-tructmns for use,
alerts and other notifications built into the system itsell, lnfonnahuu an 3 mb—i(iage etc. Depending
on which methods the organization uses to provide information; ‘itshould vaj-.d'ate that the users have
acoess to this information, and that the information prwldr:d:l*?‘g ﬂlpl_l; chH__I?{ﬂ date and accurate,

B.8.3 External reporting ~

Control 'x ) 5:\'\

The organization should provide capabilities lu‘ I.;'1[ET‘ﬂatL'li'-l:l.'il11t-.‘.b to report adverse impacts of the
system. Ty Ty

Implementation guidance - -C,__.'_:“-_ g . o i

While the system operation should bE 'J:lmmtﬁt?;l ﬁ:u' reported issues and failures, the organization
should also provide mpahllltlﬂ!.., Iur users aﬂ' cther external parties to report adverse impacts [eg
unfairness). )

-k £

i ) \ -
B8.4 Enmmuninntjqn-eyﬁ}lﬂqents

Control

.--«.

The organization shuuld a{e*eﬁilme and document a plan for communicating incidents to users of the
system,

Implementation guidance

Incidents related to the Al system can be specific to the Al system itself, or related to information
security or privacy (e.g. a data hreach]. The organization should understand its obligations around
notifying users and other interested party about incidents, depending on the context in which the
system operates. For example, an incident with an Al component that is part of a product that affects
safety can have different notification requirements than other types of systems. Legal requirements
[such as contracts) and regulatory activity can apply, which can specify requirements for:

— types of incidents that must be communicated;
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— the timeline for notification;
— whether and which authorities must be notified;
— the details required to be communicated.

The organization can integrate incident response and reporting activitios for Al into their broader
organizational incident management activities, but should be aware of unigue requirements related
to Al systems, or individual components of Al systems (e.g. a Pll data breach in training data for the
system can have different reporting requirements related ta privacy).

Other information

1SO/IEC 27001 and ISO/IEC 27701 provide additional details on incident management for security dI'Iﬂ
privacy respectively.

B.8.5 Information for interested parties

Control

The organization should determine and document its obligations to repurtlng lnfnrmatlun ahuut the Al
system to interested parties. :

T i

Implementation guidance C o/

In some cases, a jurisdiction can require information about the Sysfem to be shared with authorities
such as regulators. Information can be reported to interested parties suth s customers or regulatory
authorities within the appropriate timeframe. The infurmntib&shareéfcari‘incIutie. for example;

— technical system documentation, including, but mt E‘gmted,:p dg,a 1et*: for training, validation and
testing as well as algorithmic choices jus llerdlmlh‘alld Vi gf-’li.atlun and validation records;

— risks related to the system; &
results of impact assessments; i
— logs and other system records. .~ ©

The organization should understan&:hﬁ!:, nh‘F‘.g,aﬂnns in this respect and ensure that the appropriate
information is shared with the. "urr&ci authorities. Additionally, it is presupposed that the organization
iz aware of jurisdictional re mu.re:ﬁents "‘filql:ed to information shared with law enforcement authorities.

B.9 Use of Al syﬁgﬁqﬁ& &”

B.9.1 ﬂhiegu-.ri_,}

To ensure tlla};‘tﬁ'equa,;il'l':;a;ﬁl.}n uses Al systems responsibly and per organizational policies.
B9.2 Processes bk responsibie use of Al systems

Control

The organization should define and document the processes for the responsible use of Al systems.

Implementation guidance

Depending on its context, the organization can have many considerations for determining whether to
use a particular Al system. Whether the Al system is developed by the organization itself or sourced
from a third party. the organization should be clear on what these considerations are and develop
palicies to address them. Some examples are:

— required approvals;
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— ecost{ineluding for ongoing monitoring and maintenance);
— approved sourcing requlrements;
— legal requirements applicable ta the organization.

Where the organization has accepted policies for the use of other systoms, assots, ete, these policies
can be incorporated If desired.

B.9.3 Objectives for responsible use of Al system

Control

The orgenization should identify and document objectives to guide the responsible use of Al systems.
Implementation guidance

The organization operating in different contexts can have different expm:tar.iuns and objectives for
what constitutes the responsible development of Al systems. Depending on its context, the organ k:l:ﬂrqu\"
should identify its objectives related to responsible use. Some objectives include: \

— falrness; o
— accountability; ,-L-v..'"—.j;. __:'_,:"'J
—  transparency; :," O
— explainability; _, '\J\

— reliability; Y AT

— safery; ; ¥ .-'\I.- .

— robustness and redundancy; - ‘“ A

—  privacy and security; v, &/ L, 7

— accessibility. . »

Ooce defined, the organization should qm}lemmt ||.im'||.1ma-|::|.a to achieve its objectives within the
organization. This ean incude dﬂtﬂrnﬂqlng ifa third-party solution fulfils the organization's objectives
or if an internally developed solufion”is aplﬂif}:-hle for the intended use. The organization should
determine at which stages of the'Al ijstﬂ'.m[ifl! cycle meaningful human oversight ebjectives should be
incorporated. This can include!™— o & ..\ ;

— invalving human rewek*ﬂrs to check the outputs of the Al system, including having authority to
override dncisiorsr made i}:,r thgt‘ Al system;

— ensuring that human oVErs ﬁtis included If required for acceptable use of the Al system according
to instructions or uth‘u{dﬂcu mentation associated with the intended deployment of the Al system;

— monitoring the perfﬂrma nce of the Al system, including the accuracy of the Al system outputs;

— reporting concerns related to the outputs of the Al system and their impact to relevant interested
parties;

— reporting concerns with changes in the performance or ability of the Al system to make correct
outputs on the production data;

— considering whether automated decision-making is appropriate for a responsible approach to the
use of an Al system and the intended use of the Al system.

The need for human oversight can be informed by the Al system impact assessments [see B.5). The
personngl involved in human oversight activities related to the Al system should be informed of, trained
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and understand the instructions and other documentation to the Al system and the duties they carry
out to sarisfy human oversight objectives. When reporting performance issues, human oversight can
augment automated monitoring,

Other information

Annex C provides examples of organizational objectives Tor managing risk, which can be useful In
determining the objectives for Al system use.

B.9.4 Intended use of the Al system
Control

The organization should ensure that the Al system is used according to the intended uses of the Al
gystem and its accompanying documentation. y

Implementation guidance

The Al system should be deployed according to the Instructions and other documenzatjomn. a’gﬂlamd
with the Al system (see BH2). The deployment can require specific tésoprces ti. sypport the
deployment. including the need to ensure that human oversight is applied asrequired (see BO.3). It can
be necessary that for acceptable use of the Al system, the data that the Al system isused on aligns with
the documentation associated with the Al system to ensure that the Al system p_p“j_'_ﬁfma nce {s accurate,

The operation of the Al system should be monitored (see B.6.26) Where gl Correct deployment of
the Al system according to its associated instructions causes concern regdrdmg the impact to relevant
interested parties or the organization’s legal requirements,(the organ ization should communicate its
concerns to the relevant personnel inside the crga I'II'ZBI.'II:]H EE well as (G.any third-party suppliers of the
Al system. P

The organization should keep event logs or other dutumentahun related to the deployment and
operation of the Al system which can he us&d“&p demoenstrate that the Al system is being used as
intended or to help with communicating :on;?;nsfe]atenm the intended use of the Al system. The time
period during which event logs and other dotumentation-are kept depends on the intended use of the
Al system, the organization’s data rerenﬂqp policies andrelevant legal requirements for data retention.

-\-'\.-_ .I". o ] I.\P”
B.10 Third-party and customér relaticnships
B.10.1Objective .

To ensure that the orgafization wiiderstands its responsibilities and remains accountable, and risks are
appropriately apportionedwhen third parties are involved at any stage of the Al system life cycle.

B.10.2 Allocating respeasibilities
Control A

The organization sl:ib‘uid ensure that responsihilities within their Al system life cycle are allocated
between the organization, its partners, suppliers, customers and third parties.

Implementation guidance

In an Al system life cycle, responsibilities can be split between parties providing data, parties providing
algorithins and models, parties developing or using the Al system and being accountable with regard
to some or all interested parties. The organization should document all parties intervening in the Al
system life cycle and their roles and determine their responsibilities,

Where the organlzation supplies an Al system to a third party, the organization should ensure that it
takes a responsible appraach to developing the Al system. See the eontrols and guidance in B.6. The
organization should be ahle to provide the necessary documentation (see B6.2.7 and B.6.2) for the Al
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system o relevant interested parties and to the third party that the organization is supplying the Al
System to.

When processed data includes Pl responsibilities are usually split between Pll processors and
contrallers. [SO/IEC 29100 provides further information on Pl controllers and PII processors.
Where the privacy of PIl is to be preserved, controls such as those described in ISOA1EC 27701 should
be considered. Based on the organization's and Al system’s data processing activities on Pl and
the organization’s role in application and development of the Al system through their life cycle, the
organization can take on the role of a PI controller (or joint PI cantroller), PI processor or both.

B.10.3 Suppliers
Control

The organization should establish a process to ensure that (ts usage of services, products or materials
provided by suppliers aligns with the organization's approach to the responsible development and usd,
of Al systems. _

Implementation guidance Y

Organizations developing or using an Al system can utilize suppliers in a number of ﬁ.gﬂjrs. from sourcing
datasets machine learning alporithms or models, or ather components of a system suck’ 7% software
libraries. to an entire Al system itself for use on its own oras partof a nulhenpmduct [&.ﬁ. ﬁ‘irehlcte}

Organizations should consider different types of suppliers, what they sﬂnj:-ly, and :hg varying level of
risk this can pose to the system and organization as a whole in deteﬂn!nr'ng the selection of suppliers,
the requirements placed on those suppliers, and the levels ufungmng_mﬂmtunng ‘.‘n,';d evaluation needed

for the suppliers. ]
," S

Drganizations should document how the Al system and Al spmm n.im'purfents are integrated into Al
systems developed or used by the organization. - Sy

Where the erganization considers that the Al sys;e;‘k—as? Al ﬁ&i.'em components from a supplier do
not perform as intended or can result in impaces 66 Lnl:‘riwduﬂjk dr' groups of individuals, or both, and
societies that are not ahgned with the respunﬂhtmappma-cﬁ to Al systems taken by the organization,
the organization should require the suppilel:_w t,albe cnrrmnrn actions. The organization can decide ta
work with the supplier to achieve this nb;a:rljza d N

The organization should ensure that. the suppherﬁ“an Al system delivers appropriate and adequate
documentation related to the Al sxgtea‘rr‘{see B ,&’;ﬁ and B.8.2).

B.10.4 Customers =)

The orgenization shf.ruh:bensurg thavits res ponsible approach to the development and use of Al systems
considers their customer Ex-pﬁ;tgﬁmns and needs,

Implementation guldnnce "

The organization should understand customer expectations and needs when it is supplying a product
or service related to an Al system (fLe. when it is itself a supplier). These can come in the form of
requirements for the product or service itself during a design or engineering phase, or in the form of
contractual requirements or general usage agreements. One organization can have many different
types of customer relationships, and these can all have different needs and expectations.

The organization should particularly understand the complex nature of supplier and customer
relationships and understand where responsibility lies with the provider of the Al system and where it
lies with the customer, while still meeting needs and expectations.
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For example, the organization can identify risks related to the use of its Al products and services by the
customer and can decide to treat the identified risks by giving appropriate information to its customer,
so that the customer can then treat the corresponding risks.

As an example of appropriate information, when an Al system is valid for a certain domain of use, the
limits of the domain should be communicated to the customer. See B.6.2.7 and BB.2,
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Annex C
(informative)

Potential Al-related organizational objectives and risk sources

C.1 General

This annex outlines potential organizational objectives, risk sources and descriptions that can be
constdered by the organization when managing risks. This annex is not intended to be exhaustive or
applicable for every organization. The organization should determine the objectives and risk sources
that are relevant. 1SO/IEC 23894 provides more detailed information on these objectives and risk
sources, and thelr relationship to risk management. Evaluation of Al systems, initially, regulaiy.

and when warranted, provides evidence that an Al system 15 being assessed Bgall‘iht urganmtmn;:l
objectives, . J

C.2 Objectives

C.2.1 Accountability

The use of Al can change existing accountability frameworks. Whers iq;‘éﬁiuus]f",a_el:mns would be held
accountable for their actions, their sctions can now be supportedyor based tn the use of an Al system,

C.2.2 Al expertise N/

A selection of dedicated specialists with |nterd1sc-ﬁﬂ"'|ary skli] sets and expertise in assessing,
developing and deploying Al systers is needed. -~ ™ %,

€23 Availability and qualityuftraining"ﬁml- iest data’

Al systems based on ML need tmmlng ?al*dé}.:}n and té'-'t data in order to train and verify the systems
tor the intended behaviour. ) . P

C.2.4 Environmental im p.m:l

The use of Al can have pnsltlyq ahd nﬂgé'twe impacts on the environment.

C.2.5 Fairness

The inapproprizte application er,ﬁr systems for automated decision-making can be unfair to specific
persons or groups of perspns,

C.2.6 Maintainability

Maintainability is related to the ability of the organization te handle modifications of the Al system in
order to correct defects or adjust to new requirements.

C.2.7 Privacy

The misuse or disclosure of personal and sensitive data [e.g. health records) can have harmful effects
on data subjects.
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C2.8 Robustness

In Al, robustness properties demonstrate the ability (or inability] of the system to have comparable
performance on new data as on the data on which it was trained or the data of typical operations.

C2.9 Safety

Safety relates to the expectation that a system does not, under defined conditions, lead to a state in
which human life, health, property or the environment is endangered.

C.2.10 Security

In the context of Al and in particular with regard to Al systems based on ML approaches, new s«ecurlt_',r
izsues should be considered beyond classical information and system security concerns.

C2.11 Transparency and explainability

Transparency relates both Lo characteristics ef an organization epevating Al syslemns-a ﬁi\lu thuse
systems themselves, Explainability relates to explanations of important factars infldencing the Al
system results that are provided to interested parties in a way undemtn.nduhie o I'lun'ums

C3 Risk sources &< </

B

C3.1 Complexity of environment

When Al systems operate in complex environments, whm‘cﬁ range uf ﬂmatmn iz broad, there can be
uncertainty on the performance and therefore asou n;&hfi =i I_'I_' g.\fﬁ‘mp’!ex environment of autonomous
driving).

C3.2 Lack of transparency and exp]amahﬂ:tjr <

The inahility to provide appropriate lnfnrmll.r.ﬁm to mtf,resred parties can be a source of rizk [i.e. in
terms of trustworthiness and al:cnuntal'ﬂlw nftI!E ul@'m:z:lrmn]

C3.3 Level of automation : L™

The level of automation can ]'ra{ﬂ an’ Lm_gact On various areas of concerns, such as safety, faimess or
security. .

C3.4 Risk sources. H?Iatedjq mm:hine learning

The quality of dat3 usa;l for ML and the process used to collect data can be sources of risk, as they can
impact ohjec m?Es“ such as Eafet)r and robustness (e.p. dueto issues in data guality or data poisoning).

C3.5 System hﬂ‘dWawissucs

Risk sources related to hardware include hardware errors based on defective components or
translerring trained ML models between different svstems,

C3.6 System life cycle issues

Sources of risk can appear over the entire Al system life cycle (e.g. flaws in design, inadequate
deployment, lack of maintenance, issues with decommissioning).

i IS0/1EC 2023 - All rights reserved 47



BS 1S0/IEC 42001:2023
ISO/IEC 42001:2023(E)

C.3.7 Technology readiness

Risk sources can be related to less mature technology due to unknown factors (e, system limitations
and boundary conditions, performance drift], but also due to the more mature technology due to

technology complacency.
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Annex D
(informative)

Use of the Al management system across domains or sectors

D.1 General

This management system is applicable to any organization developing, providing or using products or
services that utilize an Al system, Therefore, it is applicable potentially to a great variety cfprndl.u:{s
and services, in different sectors, which are subject to obligations, good practices, Expe:tatmn&m‘
contractual commitment towards interested parties. Examples of sectors are: ’

— health; r= I :
— defence; N
— transport;
— fimance; AN ; "
— employment;
—  Energy.

Various organizational objectives (see Annex C foi- ;:-u.asihle t.:[:pmtiucs] can be considered for the
responsibie development and use of an Al system. This documerit provides requirements and guidance
from an Al technology specific view, For severaiof the potential objectives, generic or sector-specific
management system standards exist. These, managemsnt system standards consider the objective
usually from a technology neutral point (ot friew, wﬁia Jthe Al management system provides Al
technology specific considerations. LY . %

Al systems consist not only of mmp‘f:q&lu usmg .M technology, but can use a variety of technologies
and components. Responsible defelopment aid ‘use of an Al system therefore requires taking into
account not only Al-specific considerations; but also the system as a whole with all the technologies
and components that are used. Even for, Jthe Al technology specific part, other aspects besides Al-
specific considerations should be taken fato account. For example, as Al is an information processing
technology, tnfnrmatlnrt—-;ecurlq applies generally to IL Objectives such as safety, security, privacy
and environmental fmpact” -»hu‘ultl be managed hollstically and not separately for Al and the other
components of thes?s’tem Integration of the Al management system with generic or sector-specific

management syster stanl:tarda for relevant topics is therefore essential for responsible development
and use of an'Al gystem..

D2 Integrationr"nfﬂl management system with other management system
standards

When providing or using Al systems, the organization can have ohjectives or obligations related
to aspects which are topics of other management system standards. These can include, for example,
security, privacy, quality, respectively topics covered in IS0/1EC 27001, 150/1EC 27701 and 150 %001.

When providing, using or developing Al systems, potential relevant generic management system
standards, but not limited te that, are:

— [SO/IEC 27001: In most contexts, security is key to achieving the objectives of the organization

with the Al system. The way an organization pursues securlty objectives depends on its context
and its own policies. If an organiztion identifies the need to implement an Al management system
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and to address security objectives in a similar thorough and systematic way, it can implement
an information security management system in conformity with ISO/IEC 27001, Given that both
ISOAEC 27001 and the Al management systems use the high-level structure, their integrated use
is facilitated and of great henefit for the organization. In this case, the way to implement controls
which [partly) relate to information security in this document (see B.6.1.2) can be integrated with
the organization’s implementation of ISO/1EC 27001,

1SO/IEC 27701: In many comtext and application domains, Plls are processed by Al systems. The
organization can then comply with the applicable abligations for privacy and with its own policies
and objectives. Similarly, as for ISO/1EC 27001, the organization can benefit from the integration of
ISO/EC 27701 with the Al management system. Privacy-related objectives and controls of the Al
management system (see B.2.3 and B.5.4] can be integrated with the organization’s implementation
of ISO/IEC 27701,

150 9001: For many organizations, conformity to 150 9001 is a key sign that they are customer-
oriented and genulnely concerned about internal effectiveness, Independent conformity assessment™,
to 150 9001 facilitates business across organizations and inspires customer confidencein productser
services. The level of customer’s confidence in an organization or Al system can be highly rebnfo::'iiqg;l"
when an Al management system is implemented |ointly with 150 9001 when AY r.gchnulngqﬁ are
involved. The Al management system can be complementary to the 1S0 9001 réguirements (risk
management, software development, supply chain coherence, ete) in he{pmg"zhf nrgarm;at ion meet
ity objectives. .

Besides the generic management system standards mentioned above, af m mnnngemeflt system can
also be used jointly with a management system dedicated to a sector, For Example, neth 150 22000 and
an Al management system are relevant for an Al system that is used for food production, preparation
and logistics. Another example is 150 13485, The 1mplementalm|r.l\ﬁran Abmansgement system can
support requirements related to medical device software jur 150 -134le ﬂr : requirements from other
International Standards from the medical sector such as IEC 62304, ) ™
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